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Introduction
• Processing smart grid data  privacy-related issues
• Example: Aspern smart grid data
– Informed consent from ~50% of inhabitants
– Data collected in a centralized data warehouse
– Data are used for analytics purposes
– Stakeholders  Concerned about unintended
uses of measurement and personal data
– Stakeholders: grid and building operators, smart
citizens, application ecosystem operator (Siemens)
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Aspern Stakeholders‘ Privacy Concerns
Privacy concerns
Personal data including names, addresses,
consumption and home presence-absence patterns
could end up in the wrong hands.
Full compliance with regulatory guidelines.
Data provided by the building operator may be used
by third parties in uncontrollable ways.
Providing suitable and effective data protection
mechanisms.
Compromising privacy may also compromise trust
relations with data providers and data subjects.
Device types (heat pumps, solar devices, batteries,
etc.) can be identified by the energy consumption
and generation patterns.
Providing data which are not yet well understood
(especially in the low voltage grid, which has not yet
been monitored in that detail).
Providing data in the context of current and
potentially changing law.
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Challenges
• How can we differentiate between privacy concerns
and reasonable privacy risks?
• How can we address reasonable privacy risks through
privacy goals and strategies?
• How can we design and implement solutions that fulfill
the identified privacy goals?
• How can we represent and document privacy
arguments in a comprehensive way?

The Privacy Case
A PC provides a systematic and comprehensive documented account of:
(1) Business goals of different smart grid
stakeholders wrt. a specific data source
(2) Privacy concerns of smart grid stakeholders
wrt. business goals
(3) Privacy goals and strategies derived from
the concerns of the involved stakeholders
(4) Technical solutions for achieving privacy
goals and implementing strategies
(5) The point-by-point argumentation and
evaluation of the technical solutions
proposed to fulfill the privacy goals
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Safety Case vs. Privacy Case
• Safety cases required by
standards such as ISO26262
(automotive)
• Also used in the railway,
aerospace, medical, and
industrial domains
• Criticisms of the safety case
– Positively oriented goals 
peripheral blindness for risk
– Inoculation of a certain
mindset  biased safety
arguments
– Bureaucratic approach 
obscure language
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Strategies and technical solutions
Evidence  safety of
(sub)systems

Evidence  privacy
preserving data services

Safety claims verified by
certification authorities
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Privacy case: (1) More transparent, (2) use nonexpert language, (3) consider the perspectives of
different stakeholders independently, (4) including
that of a hypothetical adversary.

Goal Structuring Notation (GSN)
• Graphical notation for presenting the structure of assurance arguments
• Used within the nuclear, defense, aerospace and railway industries
• Represents the elements of an argument and the relationships between
them

Example: The Aspern Smart Grid

• UC1: Low Voltage Grid Anomaly Detection
– Fine-grained grid measurements are analyzed to
detect outliers or unusual patterns
– Data are retrieved from the grid operator in
aggregated form
– The building operators (as legal entities) need to
agree on the usage of the data

• UC2: Smart Grid Simulation
– Grid simulation is required whenever an anomaly is
detected within a grid segment
– The processed data includes grid measurements and
individual load profiles derived from personal data.
– Personal data can only be used with the written
consent of the concerned smart citizens
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M5: Privacy
protection

• Rules for designing and
documenting technical
solutions
 Provide traceability
information
 Provide alternative
solutions
 Provide a rationale for the
choice of one solution
over another

M6: Flexible privacy policies

• Advantages of using GSN diagrams
and solution decision sheets
 Comprehensive shareable and
reusable privacy arguments
 Clear and practical traceability
of privacy goals from solutions
 Alternatives may represent
innovative solutions which
might have not been taken
into consideration

Conclusion and Future Work
• The Privacy Case  an adaptation of the safety case
approach to data privacy assurance
• PCs help to differentiate between reasonable privacy
risks and stakeholder-specific concerns, while addressing
both of them
• The Aspern PC revealed alternative solutions not
previously considered (e.g., data microservices)
• Future work
– Develop a complete PC for the Aspern Smart ICT
Ecosystem
– Develop web-based tool support for collaboratively
authoring, sharing, and reviewing privacy cases

Questions?
• tudor.ionescu@siemens.com
• For more information, please also visit the
Aspern Smart City booth @CPS Week 2016!

