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CEN-CENELEC-ETSI M/490 
Smart Grid Information Security  

 Perform risk assessment of information 
assets based on smart grid use cases 

 Security Level (SGIS-SL) 
 Risk Impact Level (SGIS-RIL) 
 SGIS-SL = f(SGIS-RIL, p) 
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Challenges Revisited 

1. Managing safety and security risks 
2. Analysing cyber-physical risks 
3. Understanding risks to legacy systems 
4. Complex organizational dependencies 
5. Understanding cascading effects 
 

 Given the SGIS approach is recommended by 
EU M/490 for risk assessment, how do we move 
forward to address our challenges? 
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Breakout session 

 Split into groups of three, appoint a spokesperson 
 

 Questions to address 
– Prioritisation of the challenges? 
– Which stakeholders should drive finding a solution? 

 
 What might be an overall strategy for addressing 

these challenges? 
– Can existing solutions be used / integrated? 
– Where is substantial future research required? 

 
 Present your results to the group 
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