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Overview
The EU-funded SPARKS project is investigating novel cybersecurity risk assessment methods and tools for the smart grid. As a starting point for this research, the
project has carried out an initial risk assessment using the Smart Grid Information Security (SGIS) toolbox – a risk assessment method that has been proposed by the
CEN-CENELEC-ETSI SGIS working group. The lessons learned from this exercise will be taken forward and influence the research carried out in the project.

The SGAM framework identifies a number
of domains, zones and interoperability layers.

The first step to
implement a risk
assessment using the
SGIS toolbox is to
describe the use case
under consideration,
using the SGAM
framework. For this, we
explored a voltage
control use case, and
identified a number of
information assets.

The primary objective in our use case is to
manage voltage levels, so that they remain with
safety limits, in the presence of Distributed
Energy Resources (DERs) voltage levels may
rise on a line.

At the centre of this use case is a control algorithm that collects distributed measurements, such as voltage
levels, and determines the configuration of power equipment: primarily an On Load Tap Changer (OLTC),
Distributed Energy Resources (DERs) and Controllable Loads.

DER Reactive Power State
Distributed Voltage Measurements
Smart Meter Consumption Measurements
Current OLTC Setting
Set Point Commands

To populate the component layer associated with the voltage
control use case, we drew on results from the (SG)2 project.

As part of the use case description, one must identify relevant information assets. Amongst other
items, the impact of the compromise of these assets will be evaluated in a later stage of the process.

In this scenario, a control algorithm is used to manage voltage levels on a line with
an On Load Tap Changer (OLTC) and DERs that perform range control by
consuming configurable amounts of reactive power.

The bad data detection mechanism
identifies that measurements are
nonsensical and uses historical data
to define set points, etc.
Spoofed voltage measurements
cause an OLTC control
algorithm to push actual voltage
levels on a line to unsafely high
levels; protection mechanisms
are invoked to mitigate the
issue. Overvoltage occurs,
Distributed Energy Resources
(DERs) disconnect from a line
and consumer equipment may
be damaged.

To explore the effects of tampering with information assets, we performed an event tree analysis. In this way, we
deductively analysed the impact of a malicious initiating event and how grid protection mechanisms could result
in different success or failure outcomes – the latter being a negative impact on the operation of the grid.

* EBITDA: Earnings Before Interest, Taxes, Depreciation and Amortization

The next stage is to carry
out an impact
assessment. This
involves identifying the
impact of a compromise
of confidentiality,
integrity and availability
for the information assets
that are defined in the use
case.

Likelihood
assessment in the
SGIS toolbox is
realised with a
threat assessment
method that is
defined in the HMG
IS1 risk assessment
standard.

The impact of an information asset being compromised is assessed for a set of impact categories, as shown in the table
above. This assessment should be done for each asset and security objective: confidentiality, integrity and availability. We
used the results from our event tree analysis to support this assessment. For each asset and security objective, the highest
overall impact level (from low to highly critical) from the categories is taken forward in the assessment.

Severe
To implement the threat analysis using the HMG IS1
standard, we identified a number of threat sources and
assessed their capabilities and how they might
prioritise targeting groups of information assets.
Furthermore, we identified threat actors – those that
can implement an attack on behalf of a threat source –
and similarly assessed their motivation and capability.
Together, this information can be used to derive a
threat level for groups of information assets.

Substantial
Moderate
Negligible
Low
Threat Levels

Key Findings

Based on the results
of these analyses,
an overall security
level is determined
that can be used to
select suitable
security measures
that can be applied.

 A capable and motivated threat actor could cause under- and overvoltage on a
power line, resulting in damage to consumer equipment and the disconnection
of DERs. Additionally, oscillating voltage measurements could reduce the
operational lifespan of an OLTC. These outcomes may have significant impact
on a Distribution System Operator (DSO).
 Attacks that result in the disclosure of consumption metering data can have
significant reputational impact to a DSO and Electricity Suppliers; it is unclear
how a financial impact may be distributed across these actors.
 The SGIS toolbox has a number of shortcomings, most notably a lack of
traceability from a resultant security level to the detailed impact and threat
analysis results that motivate it. However, the use case driven approach and
risk categories advocated by the SGIS toolbox have significant value.

A number of matrixes are suggested for the
SGIS toolbox that can be used to identify a
security level. Based on the identified security
level, recommendations for measures are
made that are derived from NISTIR 7628.
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