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Executive Summary
A Smart Grid is an enhanced power grid that generates, transmits, and uses electricity with
the support of information and communications technology (ICT) for advanced remote
control and automation. The advanced remote control and automation enables us to generate,
collect, analyse and react to much more data about the physical condition of the power grid
than before. These abilities can be exemplified in the smallest scale, between devices at a
substation level, right up to the national scale, where central operational control centres
collect and respond to transmission system data on a national and international scale. The
central and crucial role played by Smart Grid communications networks make their reliability
and resilience a fundamental priority.
Automation of the power grid includes substation and distribution automation. The subject of
smart substations is a critical issue for the smart grid as it plays an important role in advanced
monitoring and control of the power grids. The substation is installed with critical devices and
communication networks such as intelligent electronic devices (IEDs), transformers,
distribution feeders, circuit breakers, and communication systems. Cyber security of
substations has been recognized as a critical issue. For example, well organized simultaneous
cyber-attacks to multiple substations can trigger a sequence of cascading events, leading to a
system blackout. Therefore, an effective measure to address this issue is to prevent, detect,
and mitigate malicious activities at the substations.
In this report, several attack capabilities are highlighted along with a case study of cyberattacks against a substation. These attack capabilities work over application protocols, e.g.
IEC 61850, and affect end devices directly in a way that may cause cascading damage to the
entire system. This further motivates why security measures need to be developed and
integrated at the substation-level.
This report proposes a multi-attribute SCADA IDS using whitelist, stateful analysis and
machine learning based anomaly detection approaches to improve the cyber-protection of
SCADA systems that use IEC 61850 protocol. This is an object oriented substation
automation standard that defines how to describe the devices in an electrical substation and
how to exchange the information about these devices.
•
•
•

A whitelist is proposed that can control legitimate connections to allow connections in
the whitelist only.
A stateful analysis approach is proposed to detect cyber-attacks based on predefined
normal behaviour profiles. This approach is able to identify any abnormal activity that
violates the predefined profiles.
A machine learning based anomaly detection approach is proposed as a complement to
the signature-based approach. By monitoring the connection behaviours of devices
using the IEC 61850 protocol within the SCADA network, unknown attacks may be
detected. Both TCP/IP and application layer behaviour will be monitored.

The proposed multi-attribute SCADA IDS uses both signature-based and anomaly detection
in order to detect known and unknown cyber-attacks from inside or outside of SCADA
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systems. Finally, the proposed SCADA-IDS will be implemented and validated through a
series of realistic scenarios performed in the context of photovoltaic (PV) inverters used at the
AIT SmartEST laboratory, which offers an environment for testing, verification and R&D in
the field of large scale distributed energy system integration and smart grids applications.
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SPARKS Security Scrutiny Committee Assessment
This deliverable has been examined by the SPARKS Security Sensitivity Committee (SSC),
in accordance with the process outlined in Deliverable D2.1 on SPARKS Security
Management. According to the SPARKS Description of Work, this deliverable has a
dissemination level of PU (Public).
The SPARKS SSC understands there are a number of potentially sensitive pieces of
information in the discussion around the man-in-the-middle attack in this deliverable. It is
possible that cyber attackers who gain access to the deliverable could take advantage of this
information to define and execute attacks against Smart Grid infrastructure or other
environments. However, all of the information presented herein is already available in various
publications, so its publication here does not significantly change the level of risk relative to
cyber-attacks.
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1 Introduction
Supervisory control and data acquisition (SCADA) systems are highly distributed systems
used to control geographically dispersed assets where centralized data acquisition and control
are critical to system operation. They are used in distribution systems such as water
distribution and wastewater collection systems, oil and gas pipelines and electrical power
grids. Based on information received from remote stations, automated or operator-driven
supervisory commands can be pushed to remote station control devices, which are often
referred to as field devices. Field devices control local operations such as opening and closing
valves and breakers, collecting data from sensor systems, and monitoring the local
environment for alarm conditions.
The history of communication protocols in SCADA systems, such as those deployed in power
systems, reflect an evolution from proprietary point-to-point links towards open and standard
protocols used across distributed systems [1]. Until the 1990s control system communications
were generally secure from cyber-attacks because of proprietary hardware, software,
communications protocols and, importantly, their isolation from the outside world. The
additional interoperability and connectivity of modern control systems, including those in the
Smart Grid, presents many challenges in order to make the systems secure from cyber-attacks.
Furthermore, since the lifecycle of equipment in the power system is 20 years or more, it is
not uncommon that new digital smart devices must coexist with older dumb devices. This
raises integration issues, because both old and new communications protocols frequently
coexist, and makes the security of the overall system more difficult to manage due to different
requirements, inherent vulnerabilities and communications characteristics.
Cybersecurity is a primary issue in the development of smarter grids. Cyber threats may lead
to unauthorised access, loss of data confidentiality, and eventual attacks. Such attacks pose a
risk which may ultimately render damage or catastrophic consequences for electric network
infrastructure. Cybersecurity solutions must consider not only deliberate attacks, for example
from insider threats, industrial espionage, and terrorists, but also unintended compromises of
the cyber infrastructure due to user errors, equipment failure, and natural disasters. Hence,
cyber threats come not only from conventional outside sources such as hackers, but also from
inside sources, such as disgruntled employees, ex-employees, third party contractors, or as a
result of inadvertent user negligence.
In recent years, malicious cybersecurity incidents have occurred in SCADA systems. For
example, in July 2010, the first-ever sophisticated control system malware, called Stuxnet,
attacked the Siemens SIMATIC WinCC SCADA system and physical Programmable Logic
Controllers (PLCs) [2]. The Stuxnet worm took advantage of both known and zero-day
vulnerabilities in Windows operating systems and Siemens products to install and spread. It
was widely believed that SCADA systems were secure in cyber space since they were airgapped – that is, isolated from public networks. However Stuxnet-like malware can propagate
via infected removable USB drives and Local Area Network (LAN) communications, and can
be designed to sabotage SCADA systems with direct physical consequences [3].
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Cybersecurity protection against cyber threats involves not only the threats against data
exchange between systems, but also security threats within systems as a result of the intrusion
of illegitimate messages or malicious activities [4]. In response to these issues, a number of IT
security techniques have emerged. For example, the IEC Technical Committee 57 Working
Group 15 proposes appropriate countermeasures [5], such as encryption, access control,
firewall, authentication, intrusion detection system (IDS), and antivirus/antimalware. In terms
of data exchange between systems, encryption methodologies provide security for
confidentiality, and authentication has the potential to ensure integrity and non-repudiation.
For internal system cybersecurity, one of the vital security mechanisms is intrusion detection
via an IDS [4]. Such an IDS can be deployed in power systems to monitor the traffic on
supporting ICT networks and attempt to identify malicious or suspicious activities.
In addition, power networks frequently contain legacy systems that are difficult to update,
patch, or protect by conventional IT security techniques. For example, with limited computing
resources in legacy devices and the lack of inbuilt security for SCADA systems, it is difficult
to embed traditional cybersecurity techniques, such as encryption. Therefore, new and robust
approaches are required to detect malicious behaviours and actions in power network
communications that take account of the special environments, operations and behaviours
typically encountered in the electricity domain that are not present in a generic or commercial
IT domain.
Compared with traditional IT networks, power system networks are likely to have
distinguishing features, such as a fixed number of communication devices, limited and known
communication protocols, and consistent communication and behaviour patterns. Based on
such assertions, it is hypothesised that an intrusion detection methodology can provide an
effective approach that is able to identify events and communication behaviour representative
of cybersecurity attacks or unexpected behaviours [6].
In this report, we propose a multi-attribute SCADA IDS monitoring device behaviour and
network activities to detect suspicious activities.

1.1 Statement of Problem
Current IDS products are effective in detecting and preventing well-known attacks, but until
recently they have not addressed attacks against SCADA protocols and their specific
vulnerabilities. IDS vendors are beginning to develop and incorporate attack signatures for
various SCADA protocols, and there is growing academic research into intrusion detection
and anomaly detection, specifically focused on SCADA environments.
However, there is lack of research and development for specific SCADA protocols and
systems. Different protocols and systems have different types of information and different
behaviours in terms of network traffic and device. The performance of IDS approaches highly
depends on features, which can be extracted from packets in network and application layers.
Therefore, there is need to investigate specific SCADA systems and develop customized
SCADA IDS for the target system.
Recently, many SCADA systems are being developed and one of them is for photovoltaic
inverters using IEC 61850. This system utilizes manufacturing message specification (MMS)
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to communicate between IEC 61850 devices. There are currently no specific solutions in
literature or products to secure such a use case, i.e. IEC 61850 with MMS.

1.2 Context in Project
This report presents a multi-attribute SCADA IDS using whitelist, stateful analysis and
machine learning based anomaly detection approaches to improve the cyber-protection of
SCADA systems that use IEC 61850 protocol, which is an object oriented substation
automation standard that defines how to describe the devices in an electrical substation and
how to exchange the information about these devices [7].
•
•
•

A whitelist is proposed that can control legitimate connections to allow connections in
the whitelist only.
A stateful analysis approach is proposed to detect cyber-attacks based on predefined
normal behaviour profiles. This approach is able to identify any abnormal activity that
violates the predefined profiles.
A machine learning based detection approach is proposed as a complement to the
signature-based approach. By monitoring the connection behaviours of devices using
IEC 61850 protocol within the SCADA network, unknown attacks may be detected.
Both TCP/IP and application layer behaviour will be monitored.
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Figure 1: AIT SmartEST Laboratory.

The proposed multi-attribute SCADA IDS uses both signature-based and anomaly detection
in order to detect known and unknown cyber-attacks from inside or outside of SCADA
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systems. Finally, the proposed SCADA-IDS will be implemented and validated through a
series of realistic scenarios performed in the context of photovoltaic (PV) inverters used at the
AIT SmartEST laboratory (see Figure 1), which offers an environment for testing, verification
and R&D in the field of large scale distributed energy system integration and smart grids
applications.
The inverter itself has no IEC 61850 capabilities. These are added by a gateway component
based on a Raspberry Pi (R-Pi) platform, which essentially serves as a programmable gateway
between an IEC 61850 SCADA network and the inverter’s in-built Modbus interface (see
Figure 2) [8]. The programmable functions of the gateway controller are realized using the
IEC 61499 reference model for distributed automation. For the purposes of experimentation
the externally accessible communications network ends at the IEC 61850 interface of the R-Pi
controller.

Figure 2: Network Configuration.

MMS is one of the communication services used in IEC 61850. MMS operates over standard
TCP/IP and provides authentication. However, authentication is optional and authentication
with encryption is still vulnerable to cyber threats including a man-in-the-middle attack. In
order to demonstrate the proposed multi-attribute SCADA IDS, attack capabilities have been
developed that target MMS communications.
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2 Background
In this chapter, background knowledge is presented to help better understand the challenges
for the required SCADA IDS. First, IEC 61850 will be discussed in terms of communication
service. State of the art academic research and commercial products are investigated and a gap
analysis of the investigated works is presented at the end of this chapter, identifying
limitations and challenges.

2.1 IEC 61850
IEC 61850 is an object oriented substation automation standard that defines how to describe
devices in an electrical substation and how to exchange the information about these devices
[7]. The IEC 61850 information model is based on two main levels of modelling: the
breakdown of a real device (physical device) into logical devices, and the breakdown of
logical device into logical nodes, data objects and data attributes. The approach of IEC 61850
is to decompose the application functions into the smallest entities which are used to
exchange information. These entities are called Logical Nodes (LN); for example a virtual
representation of a circuit breaker class, with a standardized class name such as XCBR [9].
IEC 61850 also standardizes the set of abstract communication services (Abstract
Communication Service Interface–ACSI) allowing for compatible exchange of information
among components of a power system. IEC 61850 offers three types of communication
models: client/server type communication services model, a publisher-subscriber model and
sample values model for multicast measurement values. Figure 3 shows the communication
stack of IEC 61850.

Figure 3: IEC 61850 Communication Stack.

The GOOSE message structure supports the exchange of a wide range of possible common
data organized by a dataset. The GOOSE message is multicast and is received by the IEDs
which have been configured to subscribe to it—IEDs are microprocessor-based controllers of
power system equipment, such as circuit breakers, transformers, etc. GOOSE messages
contain information that allows the receiving device to know that a status has changed and the
time of the last status change. IEC 61850 also defines mappings between the abstract
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services/objects to a specific protocol such as MMS. For the sake of brevity, we will not go
into detail of these mappings here, other than to say MMS objects and services can be mapped
according to the IEC 61850-8-1 specification.

2.2 State of the Art Academic Research
In this section, state of the art academic research on SCADA IDS is investigated. Major IDS
approaches are explained and major features of IDS are given to summarize the investigated
research.
A traditional IDS approach is signature-based detection that maintains already known
signatures or identities for each specific intrusion event. Signature-based IDSs monitor
network events and match monitored events against attack signatures in order to detect known
intrusions. Since signature generation requires prior knowledge of attacks, signature-based
IDSs are not able to detect unknown or very new attacks, such as zero-day attacks. Currently,
there are some contributions in signature generation for SCADA systems but it difficult to
establish a comprehensive set of signatures because there is lack of detailed information
existing cyber-attacks in SCADA systems.
Anomaly detection establishes normal behaviour profiles of the system and identifies
abnormal behaviours, as intrusions, which deviate from the normal behaviour profiles.
Anomaly detection approaches can be categorised as statistical-based, heuristic, rule-based,
and learning-based approaches, which are used to identify events considered outside normal
operational bounds. The rate of false positive detection in anomaly detection is usually higher
than that in signature-based detection because anomaly detection is non-deterministic. In
terms of intrusion detection adopted by SCADA systems, the requirements of rapidly tracing
the sources of attacks and reliably detecting stealthy threats limit the application of anomaly
detection alone.
Stateful protocol analysis approaches work by comparing predetermined and benign protocol
profiles against observed behaviours to identify deviations. Unlike signature-based detection
which only compares monitored events against known attack signatures and anomaly
detection which uses network-specific profiles, stateful protocol analysis relies on a deep
understanding of how particular protocols should and should not operate. The main
shortcoming of stateful protocol analysis approaches is that they can be very resourceintensive due to the complexity of analysis and high processing overhead. Another problem is
that this method can be evaded by attacks that do not breach the acceptable behaviour of
protocols.
Therefore, the most appropriate approach is to develop hybrid detection methodologies
combining signature-based, stateful analysis and anomaly detection approaches. Hybrid
methodologies are often adopted and new detection approaches are presented combining the
previous methods.
Four major features of IDS can be identified: attribute, knowledge type, algorithm, and
statefulness. Attributes are the information of events, which can be monitored by IDS and
used to decide whether the events are benign or not. IDSs detect an event as an intrusion if
attributes of the event are suspicious or malicious. Packet and traffic information (e.g. IP
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address and traffic rate), measurements and system logs can be used as attributes. A
knowledge type is a type of data, constructed and used in intrusion detection. Binary and
string patterns are a widely used knowledge type in signature-based detection and statistical
models and behaviour profiles are knowledge types used in anomaly detection. An IDS uses
algorithm(s) which construct knowledge for detection based on monitored attributes and
detect intrusions based on the constructed knowledge. String matching algorithms are used in
signature-based detection. Different algorithms are often used in knowledge construction and
detection. Stateful approaches use previous events in the investigation of the current event
while stateless approaches do not. Information about previous events is often stored as ‘state
information’ to represent the current status of devices or systems. Table 1 summarizes
academic research in terms of the four features and detail description of each research is
followed.

Table 1: Summary of Academic Research
Research
Genge et al. [10]

Attribute
IP, port, protocol

Knowledge Type
Snort rule

Algorithm
connection pattern
generation
algorithm

State(less/ful)
stateless

& Snort
Hink et al. [11]

measurements

classifier

machine learning
algorithm

stateless

system logs
Saeedi et al. [15]

packet and traffic
information

rule

machine learning
algorithm (genetic
algorithm)

stateless

Yoo et al. [16]

packet and traffic
information

classifier

one-class SVM

stateless

Almalawi et al. [18]

measurements

rule

density-based
outlier detection

stateless

fixed-width
clustering
technique
Faisal et al. [19]

packet and traffic
information

classifier

stream mining
algorithms

stateless

Premaratne et al. [20]

packet and traffic
information

rule

statistical analysis

stateless

Caselli et al. [21]

application level
packet information

discrete-time
Markov chain
model

discrete-time
Markov chains

stateful

system logs
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measurements and
commands
Hong et al. [22]

measurements and
commands

rule

no rule generation
algorithm

stateful

Pan et al. [23]

measurements

rule

common path
mining

stateful

Pan et al. [24]

measurements and
commands

classifier

Bayesian network

stateless

Koutsandria et al. [26]

measurements and
commands

rule

hybrid automata

stateful

packet and traffic
information

rule

whitelist

Stateful

statistical model

periodic pattern
analysis

Barbosa [27]

signature

Genge et al. [10] proposes a connection pattern-based approach to detect network traffic
anomalies in critical infrastructures. They model the architecture of an industrial control
system (ICS) with a graph model G = (V, E). V is the set of vertices which are ICS nodes such
as programmable logic controllers (PLCs), human–machine interfaces (HMIs) and RTUs. E is
the set of pairs of vertices, known as edges, which denote connections between network
components. Each edge also has one more tuple k which denotes the protocol. They
automatically generate detection rules specific to each IDS based on the ICS model. Snort
rules are used as detection rules, which include source/destination IP addresses,
source/destination port numbers and the type of protocol. With these Snort rules, the IDS can
whitelist allowed traffic. This approach can detect prohibited connections but an attacker can
still exploit defined connections.
Hink et al. [11] investigate several machine learning algorithms for intrusion detection in
smart grids. The authors compare seven classifiers (from WEKA [12]) with 15 data sets (from
37 event scenarios). The accuracy was stable regardless of the data set and Adaboost [13] and
Jrip [14] showed the best classification performance. Using the top 40 features (according to
information gain) resulted in the same classification performance as when using all features.
Saeedi et al. [15] propose a network anomaly detection method using machine learning
algorithms for intrusion detection in the Smart Grid AMI. A data mining classification
algorithm is used to detect known attacks alongside a rule-based IDS is applied in a genetic
algorithm to detect unknown attacks.
Yoo et al. [16] propose an anomaly detection method using one-class support vector machine.
The proposed method uses packet header information, GOOSE payload, n-gram of MMS
payload and traffic rates as features. Expectation maximization (EM) clustering [17] is used to
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remove outliers from the training set. There is no evaluation with attack traffic and no
explanation how to handle categorical features such as dataset.
An unsupervised intrusion detection method was investigated by Almalawi et al. [18]. Based
on an initial training data set, the method then consists of two phases: an automatic
identification of consistent and inconsistent states of SCADA data and an automatic
extraction of proximity detection rules from identified states. SCADA data, such as sensor
measurements and actuator control data, are data sources for the proposed method. The
consistency of such data represents the normal system state, while any inconsistency indicates
a malicious action. The identification phase is based on density-based outlier detection and
the extracting detection rule is based on a fixed-width clustering technique. This method
performs both phases in an offline mode.
Faisal et al. [19] conducted a performance analysis experiment on seven existing data stream
mining algorithms (UpdatedEnsemble, ActiveClassifier, LeveragingBag, LimAttClassifier,
OzaBagAdwin, OzaBagASHT, and SingleClassifierDrift) and assessed their suitability to
serve as an IDS in different areas of an advanced metering infrastructure (AMI). They
propose some algorithms that require only minimal computing resources, which offer
moderate levels of accuracy. The proposed algorithms can potentially be used as an IDS
embedded in a smart meter. Other results showed that algorithms, requiring more computing
resources, may offer higher accuracy levels for intrusion detection in data concentrators and
AMI headends.
Premaratne et al. [20] propose an intrusion detection system based on Snort for IEC 61850
automated substations. They launched simulated attacks and packet sniffing attacks on IEDs
and they showed that those attacks can be detected by their intrusion detection system. In their
test-bed, an IED, a host and an IDS are connected to a switch and the switch is connected to
their VPN. Two remote hosts can access the IED via the VPN and one of the remote hosts
acts as an attacker. The host directly connected the switch and the other remote host are
capable of connecting the IED. They launched two simulated attacks: DoS attack and
password crack attack. The DoS attack is launched by sending a ping to the IED and the
password crack attack is launched by Hydra v5.4. To launch the packet sniffing attacks, they
use Seringe which is the open-source ARP sniffer. Their attacks succeeded and statistical
information of the attack results is gathered. Based on the statistical information, they derived
detection rules and they showed that the attacks can be detected by the rules.
Caselli et al. [21] propose a specification-based NIDS technique which uses discrete-time
Markov chains (DTMCs). DTMCs have states representing the status of ICS devices and
transitions representing operations observed from the traffic. In the training phase, they
generate a model by creating unique states and transition between the states based on normal
traffic. In the detection phase, they continuously compute a weighted-distance between a
monitored model and the trained model.
Hong et al. [22] propose a specification-based anomaly detection method. The authors
manually define the specification for GOOSE and SV and detect anomalies that deviate from
the defined specification. The specification also includes misuse rules.
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Pan et al. [23] propose a specification-based IDS technique using common path mining that
extracts a longest common sub-sequence of states which appears, at least, in a minimum
number of given sequences. They define a state as a list of measurements and a path as a
sequence of states. They extract common paths for each given scenario and compare an
observed path with the common paths. They detect the observed path as matching the
scenario of the maximal common path which is included the observed path. If there is no
common path, or more than one common path, they detect the observed path as unknown or
uncertain, respectively. Specification-based IDS techniques usually detect anomalies that
avoid the specification but this technique uses the specification as signatures.
Pan et al. [24] propose a specification-based intrusion detection technique using Bayesian
network [25]. They construct an acyclic directed graph with a set of vertices and edges as a
Bayesian network. A vertex contains a set of state variables, time, actions and events. Actions
occur as part of a larger scenario and cause system state to change. Events are evidence from
some sensors (including Snort, relay and control log) that the system has changed states. They
use additional log data, such as Snort logs, to find inconsistency among different sensor
positions. They design 10 scenarios including fault and attack scenarios for demonstration and
evaluation. It seems that they manually construct a Bayesian network using the scenarios.
Koutsandria et al. [26] propose a network-based IDS for power grid protection, focusing on
protective digital relays. The research is based on a “hybrid” set of specification-based IDS
rules, combining common network signatures with physical constraints that based on the
physical expected operation of the physical system. Modbus packets are analysed and
classified as acceptable or suspicious by comparing specific packet data fields to the specified
system model. The authors highlight the challenge of customising this kind of approach for
different and large systems.
Barbosa [27] investigated a specification-based detection method based on two
characteristics: stable connection and traffic periodicity. Because the connection matrix, the
pairs of communicating hosts, of SCADA networks does not change considerably over time,
flow-level whitelists are proposed to define an access control list that determines which
entities may access which resources. It was found that SCADA traffic exhibits a strong
periodic pattern and this characteristic causes cycles, i.e., requests that are sent with the same
frequency. An algorithm to find all cycles from a given training set was presented.
As a summary, various machine learning algorithms have been investigated with different
types of attributes including network level and application level information. Many stateful
analysis based IDSs have also been proposed, which require building a specification of
devices or systems and monitoring network and system behaviour. However, it is hard to
build a specification in a fully automated way. Expert knowledge is required to build a good
specification for a specific system. Furthermore, there has not much been any significant
effort towards investigating hybrid methodologies, which combine different approaches to
improve the performance.
In terms of applying IDS technology to SCADA, it is important to handle detection of
information at the SCADA protocol (or application) level, which can also involve inspection
of the packet payload. This means that IDS focusing at the depth of the SCADA protocols
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(e.g., above Layer 4) require expert knowledge and tailoring for particular SCADA systems.
Protection of SCADA systems will require IDS technologies that can deliver both traditional
IT security measures and more specific measures tailored to the unique cyber and physical
features of ICSs. As shown in Figure 4, most researches have focused on Modbus but there is
lack of research for IEC 61850 protocol, especially on MMS communications. Two of the
researches just have focused on general aspects of ICS.

Figure 4: Research Coverage of SCADA IDS.

2.3 Commercial Solutions
Intrusion prevention system (IPS) [28] of Cisco uses deep packet inspection to detect
sophisticated attacks. By examining the traffic traversing a network, IPS devices can
determine if an attack is underway. IPS devices interpret network traffic in much the same
way as the end points that receive the traffic in question. When IPS receives packets for
inspection, a component known as Normalizer does analysis on the IP and TCP layers of the
packet. Normalizer looks for TCP and IP evasions and reassembles IP fragments and TCP
segments so that the payload transported at the application layer can be inspected. Attackers
have leveraged ambiguities in IP and TCP in an attempt to evade security devices for some
time now, and this will likely also be true in the ICS space. Once a packet is processed by IPS
Normalizer it is passed to the various signature engines for further inspection. Signature
Engines are optimized to inspect specific protocols in an efficient manner. For example, the
Atomic IP Advanced signature engine can inspect the IP headers for both IPv4 and IPv6
packets, as well as the packet payload. The String TCP signature engine is optimized to
inspect TCP payload. Since Normalizer reassembles TCP segments, signatures in the String
TCP engine can look across packets to determine if a particular vulnerability is being
exploited. Signatures are written in the engine that is best suited for the particular
vulnerability in question. Cisco Industrial Signatures protect ICS while addressing the
requirements and constraints above. Specifically, Cisco Industrial Signatures do the
following:

Deliverable D4.1

Page 18 of 48

Deliverable D4.1
© SPARKS Consortium

•
•
•
•
•
•
•

Address publicly known vulnerabilities. Cisco Security Intelligence Operations
monitors a wide range of sources, including ICS-CERT, the security research
community and exploit sources, such as Metasploit and exploitdb.com.
Provide policy enforcement and visibility for industrial protocols. For example, Cisco
Industrial Signatures can record or prevent “write” commands. This is especially
useful for protocols without authentication mechanisms.
Provide protocol normalizations. This addresses common classes of vulnerabilities
that exist in poorly specified functionalities.
Address products produced by leading ICS infrastructure vendors.
Address multiple protocols that are pervasive in ICS networks. For example, the
signature set includes signatures for the Modbus and CIP protocols.
Address multiple elements of ICS infrastructure. For example, the signature set detects
vulnerabilities in PLCs and HMIs.
Address vulnerabilities that are publicly known and for which exploits may be
publicly available.

The following table lists a sample of Cisco IPS signatures written to protect ICS systems.

Table 2: Cisco IPS Signatures
ID

Name

CVE

Description

-

A specially crafted message sent to the DCS HMI
component will trigger a denial of service
condition.

-

The Modbus/TCP protocol does not include an
authentication mechanism, and as a consequence,
Modbus/TCP slaves will accept commands from
any Modbus master. The signature allows the IPS
to implement a read-only policy for Modbus slave
devices.

-

An overly long string sent to the PLC HMI
listening service triggers a remotely exploitable
buffer overflow condition.

CVE-2011-1563

An On_FC_CONNECT_FCS_LOGIN message
containing an invalid user name parameter will
trigger a buffer overflow condition.

DCS HMI
34785-0
Denial of Service

Modbus
35447-0
Unauthorized Write Attempt

PLC HMI
35986-0
Buffer Overflow
DATAC RealFlex
RealWin v2.1
37266-0
On_FC_CONNECT_FCS_LOGIN
Message Buffer Overflow
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Fortinet offers tightly integrated multiple detection mechanisms including: 1) stateful,
application aware firewalls, 2) anti-virus detection, 3) application control, 4) web filtering, 5)
VPNs, 6) automated updates to anti-virus and IPS signature databases, 7) known SCADA
exploits already in antivirus and IPS databases, 8) network anomaly and DoS prevention, 9)
database protection, and 10) web application protection as shown Figure 5 [29].

Figure 5: Fortinet.

Network anomaly and DoS mitigation detects unusual activity such as traffic that violates
protocol standards or exceeds thresholds. This includes oversized ICMP packets, out of order
TCP packets (FIN without SYN), and SYN floods or other packet storms which indicate a
denial of service attack, such as the one that affected the Browns Ferry Nuclear Power plant.
Fortinet provides worm IPS signatures to protect against network propagation (such as that
responsible for the Davis-Besse nuclear power plant shut down and Stuxnet propagation and
C&C activity), Windows, Linux and UNIX signatures to protect against vulnerabilities in
unpatched operating systems, and application signatures to protect against application
vulnerabilities such as MS SQL, IIS, Apache, Exchange etc. Fortinet uses SCADA IPS
signatures developed both in-house by the FortiGuard Threat Research team and in
collaboration with industry. These signatures protect against vulnerabilities in Modbus, ICCP,
DNP v3 and other proprietary SCADA protocols. Additionally, the system protects against
host OS and application vulnerabilities and can detect dial home activity of many botnets (see
Application Control below). As Fortinet develops new signatures, real-time updates are
dynamically pushed to FortiGate appliances, ensuring that they are always up-to-date.
Application control detects and restricts application use on the network based on behavioural
analysis and classification. There are over 1600 different applications in the database
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including P2P, remote access, bots, etc. Applications can be denied by default and allowed on
a case-by-case basis, useful for locking down highly critical networks. A specific application
class for SCADA allows protocols such as DNP v3 to be allowed or blocked but additionally
for DNP v3 reads/writes to be allowed or denied as required. Using the default deny policy,
all applications that do not match the SCADA description can be blocked by default whilst
allowing the SCADA traffic to pass unimpeded, regardless of which port is being used. The
FortiGuard threat research team also develop custom application detections on request.
Industrial Defender Automation Systems Manager (ASM) [30] is a platform-agnostic,
purpose-built technology for industrial control systems that enables to: 1) monitor security
events within the control system from clients and server down to HMIs, PLCs, and RUTs, 2)
view events and configurations from existing security technologies including firewalls,
IDS/IPS, and whitelisting through a single, unified view, 3) collect and archive asset and
system configurations, including ports and services, and 4) identify and protect cyber systems
and assets from vulnerabilities.

Figure 6: Industrial Defender Automation Systems Manager.

Juniper Networks Intrusion Detection and Prevention (IDP) Series [31] have a built-in profiler
that logs all network activity into tables that provide information about device types,
operating systems, protocols, applications and network peers. The profiler can be used to
establish a baseline that can track the servers and control devices on the network, as well as
the protocols and services those components use to communicate. A firewall alone, however,
is not sufficient, as has been shown by actual events and laboratory demonstrations. In order
to protect applications, application-aware network devices such as IPS/IDS must be deployed.
Since each application represents an attack vector, disallowing non-essential applications such
as point to point, instant messaging, and video streaming improves the security posture of the
industrial control system network. Such application level restrictions also require network
enforcement elements that are application aware. Further, as applications and protocols
become port agnostic, application-aware deep inspection devices such as the IDP Series
complement and augment the firewall’s ability to allow only permissible traffic. For example,
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while a firewall may open for port 502, the IDP Series can ensure that all non-Modbus traffic
over that port is stopped. The IDP Series profiler can provide session context at the
granularity of individual control system protocol commands and the values being set. This
information can then be used to create a baseline of expected communications. The
administrator can establish a policy of acceptable communication and have the management
system send an alert on any violations of policy. For example, a point-to-point connection
initiated to/from the control system network, or an IRC command being sent to a machine
designated as a real-time data collection server, could automatically trigger an alert and notify
the control system network administrator of these policy violations. This process can be
further automated by using Network Behaviour Analysis (NBA) and Security Information
Management (SIM) tools such as the Juniper Networks Security Threat Response Managers
(STRM) Series. Juniper’s network-based security solutions assist utilities to meet NERC CIP
requirements with a broad range of functionalities, including: 1) firewalls for stateful
inspection, port and traffic awareness, and network transparency, 2) Juniper Networks IDP
Series to assess application, protocol, session, and traffic flow awareness; provide multiple
detection methods and remediation; and passively profile and identify critical assets, 3)
Juniper Networks Unified Access Control and SSL VPN Appliances (SA) Series for local and
remote authentication and admission by roles and responsibilities, 4) forensics analysis tools
to provide event correlation, logging, reporting for full visibility, and 5) centralized, rolebased security management. Furthermore, the IDP Series logs events for common SCADA
protocols, ICCP, Modbus, and DNP3, and provides about 30 signatures to log events at a
granular level.
Tofino Xenon Security Appliance (Tofino SA) has loadable security modules that customize
the security features: 1) firewall, 2) Modbus, OPC, and EtherNet/IP enforcers, 3) NetConnect
and 4) event logger. The enforcers ensure compliance, manage connections, and restrict
ICS/SCADA commands. The deployment strategy of Tofino SA is shown in Figure 7 [32].

Figure 7: Tofino Xenon Security Appliance.
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Table 3 summarizes the above commercial solutions for SCADA IDS. Signature-based
detection is basic in most solutions and a couple of solutions adopt anomaly detection. Any
stateful analysis is not found in our search and there was no solution for IEC 61850.

Table 3: Summary of Commercial Solutions
Solution

Approach

Protocol (or System)

Description

Cisco IPS

signature

Modbus

access control

Fortinet

signature

DNP3

access control

anomaly detection

protocol violation
statistical network
anomaly

Industrial Defender ASM

whitelist

ICS

anomaly detection
Jupiter Networks IDP

firewall

Modbus

signature

ICCP

packet and traffic flow
anomaly

DNP3
Tofino SA

firewall

Modbus

access control

OPC

2.4 Gap Analysis
Based on the above information a number of gaps in the state of the art can be identified,
where opportunities exist for improvements. IDS vendors are beginning to develop and
incorporate attack signatures for various SCADA protocols, and there is growing academic
research into intrusion detection and anomaly detection, specifically focused on SCADA
environments. However, there are still uncovered SCADA protocols. IEC 61850 will play a
key protocol in the future for automation of power utility systems. There has been some
research on SCADA IDS for IEC 61850 but MMS is not widely investigated. The
performance of IDS approaches highly depends on features but there is no research and
product which utilizes MMS information in SCADA IDS. In both known attack and zero-day
attack detection, it is important to understand and use application-level information. It is
important to investigate and develop SCADA IDS for specific SCADA environments, and yet
there is has been no effort thus far addressing SCADA IDS in the context of photovoltaic
(PV) inverters.
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3 Deployment Scenarios
The location of the IDS highly depends on what configuration of network and what types of
vulnerabilities and threats are being faced. In this chapter, attack capabilities and a case study
with AIT SmartEST Laboratory are given to describe threats we are dealing with. At the end
of this chapter, the network configuration of our SCADA system is presented, that is used in
the case study and SCADA IDS demonstration.

3.1 Description of Attacks
Cyber-attack scenarios consist of multiple stages from network penetration to the final
attacks. Figure 8 shows multiple stages as an example of cyber-attack scenarios. Network
penetration involves multiple stages to reach the final target or the network that the final
target is located. As described in the previous section, smart grids are composed of multiple
network layers and the target network might be located in a deep layer behind some networks,
e.g. corporate networks. An attacker performs various network penetration techniques to
reach the target network that includes the final target. Phishing email and social engineering
can be used to deceive someone who has a permission to access any network of the target
system. Malware infection is another way to penetrate into the target system. If an attacker
compromised any machine in the target system, then the attacker will perform various
penetration techniques, such as network scan and vulnerability exploitation until the attacker
reaches the final target. During the network penetration, remote access Trojan (RAT) can be
installed to control the compromised machine and nmap [36] can be used for the network
scan. If the attacker reached the final target, then the attacker will deploy the attack payload to
attack the final target. The attacker might sniff the traffic to gather information as Havex and
Stuxnet did.

Figure 8: Multiple Stages of Cyber-attacks.

In this section, we focus on the final attack against SCADA devices. First, the man-in-themiddle attack will be explained, which will be the basis of several IEC 61850 attacks. Then,
we describe what specific attacks are possible against devices and systems that use IEC 61850
communication. Finally, the described attack scenarios are compared against specific
scenarios outlined by NESCOR [33]. These attacks can be used to test and assess the
performance of the proposed multi-attribute SCADA IDS.
3.1.1 Man-in-the-middle Attack
In the man-in-the-middle attack (MITM), an attacker is placed in the middle of the connection
between victims by hijacking the connection or making independent connections with the
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victims. The attack can make the victims believe they are talking directly to each other by
relaying messages between them. There are several Layer 2 techniques for MITM in the
network, and we focus on one of them; namely ARP spoofing. Other techniques are possible,
such as CAM table overflow in the switch, but that avenue will not be addressed here, since
our principal interest is detailing manipulation of data at Layer 7, the application layer.
Address resolution protocol (ARP) is a telecommunication protocol used for resolution of
network layer address (e.g. IP addresses) into link layer addresses (e.g. MAC addresses).
When an IP datagram is sent from a host, the destination IP address must be resolved to a
MAC address. To resolve the MAC address, a broadcast message, i.e. an ARP request, is sent
out on the local network. The destination machine with the IP address then responds with its
MAC address within an ARP reply.

Figure 9: Address Resolution Protocol.

However, ARP is a stateless and trusted protocol, so hosts will automatically cache any ARP
replies they receive, regardless of whether they requested the information. ARP entries will be
overwritten when a new ARP reply is received. ARP has no method to authenticate the
origination of the message. This vulnerability allows ARP spoofing that associates the
attacker’s MAC address with the IP address of a victim by sending spoofed ARP replies onto
the LAN. Then, any traffic meant for that IP address will be sent to the attacker instead.

Figure 10: ARP Spoofing.
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As shown in Figure 10, an attacker can send spoofed ARP replies to poison the ARP cache of
each victim. The spoofed ARP entry will be stored in the ARP cache. When two victims send
any messages to each other, the messages will contain the attacker’s MAC address so the
messages will be delivered to the attacker. The attacker will relay the messages to the original
destination to make the victims believe that their messages are well delivered.
There are several tools and libraries providing MITM capabilities. Scapy [37] and Ettercap
[38] are widely used tools for MITM. Ettercap is used in this project. Ettercap provides ARP
spoofing techniques for MITM and has a customized plug-in feature so we can implement
IEC 61850 attacks in plug-ins. For an example, we can launch MITM between two IP
addresses 192.168.1.10 and 192.168.1.20 using this command line;
ettercap –T –i eth0 –M arp /192.168.1.10/ /192.168.1.20/
The ‘T’ option is for the text user interface of Ettercap and we need to specify the network
interface that we want to use for Ettercap with the option ‘i’. ‘M’ represents MITM and ‘arp’
represents the ARP poisoning for MITM. The following two IP addresses are the target IP
addresses. We can also run a customized plug-in using ‘P’ option.
3.1.2 Attacks Capabilities based on MITM
By ARP spoofing, an attacker can launch MITM on the MMS communications of IEC 61850
devices. There are several types of attacks that the attacker can produce based on MITM, and
four types of them will be explained in this section; eavesdropping, modification, injection,
and denial of service (DoS). Note that these core attack scenario actions, focused around IEC
61850 communication, will also be considered in terms of how they fit into a more extensive
multi-stage attack scenario on the Smart Grid infrastructure.
3.1.2.1 Eavesdropping
Even if an attacker successfully achieved MITM on the target, the attacker might want to
gather more useful information by eavesdropping the hijacked or tapped communication
before carrying out any further attacks. The attacker can observe all traffic between two
devices and gather device-level information by decoding MMS messages. This enables
attacks to be executed at Layer 7, the application layer.
3.1.2.2 Replay
The attacker can capture messages between two devices as eavesdropping. The captured
messages can be stored to be retransmitted whenever the attacker wants to. If the messages
were transmitted over a TCP connection, some parts of the messages, such as sequence and
acknowledge numbers, should be readjusted before retransmission.
3.1.2.3 Modification
During MITM, the attacker will get messages from one device and needs to relay the
messages to another device which is the original destination of the messages. Before relaying
the messages, the attacker can change some parts of the messages that would affect the future
behaviours of the devices (Layer 7, application layer). Modification attacks can be used for
example to hide or falsify measurements about the devices, and hence the underlying physical
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system, and for sending undesired commands to the devices. Once any modification is
complete on a message, all checksum fields of the message should be recalculated before
forwarding the message. MMS doesn’t have any checksum field but TCP has a checksum
field in the header. If the length of the message is changed, the sequence and
acknowledgement fields also need to be adjusted for all proceeding messages, in order to
maintain the communication between the devices.
3.1.2.4 Injection
An attacker can craft new messages containing intentionally forged data or commands and
inject the crafted messages in the middle of the communication between devices. After any
injection is complete on the communication, the attacker will need to manage some sideeffects of the injection attack. First, there might be some responses generated by the target
machine, due the injected message, that the attacker needs to drop or alter. Second, any
sequence and acknowledgement information needs to be corrected during the rest of
communication. This includes sequence and acknowledgement fields in the TCP header, and
the invoke ID field in MMS messages. Without this adjustment, the communication between
devices will be terminated and the devices would realise the existence of the attacker, or at
least reset the connection.
3.1.2.5 Denial of Service
A DoS attack aims to make a machine or network resource unavailable to its intended users.
There are several ways for DoS attacks to be perpetrated against IEC 61850 devices, based on
MITM. First, an attacker can skip the relay step of MITM, effectively blocking all messages
to the original destination. Second, the attacker can modify all data in messages to zero or
random values then devices never get the correct data. Lastly, the attacker can inject any
termination command to devices. Then devices will terminate themselves and the connection
will be also terminated.
3.1.3 Attack Scenarios with NESCOR
This section described attack scenario examples and identifies how the attack scenarios relate
to the NESCOR failure scenarios. An attacker with the attack capabilities described in the
previous sections will have the ability to exploit a number of NESCOR failure scenarios.
There are some assumptions: 1) at least one of hosts in the network is already compromised
by an attacker, 2) target devices are connected to the same network, 3) the attacker already
found the IP addresses and port numbers of the devices and 4) the devices are using the
targeted application-level protocol, e.g. IEC 61850.
3.1.3.1 DER.14: DER Systems Shut Down by Spoofed SCADA Control Commands
DER.14 points out that a threat agent spoofs DER SCADA control commands to perform
emergency shutdowns of a large number of DER systems simultaneously. A threat agent (the
attacker) can use MITM to perform modification on DER SCADA control commands. The
attacker can capture all messages from and to the target DER systems. So the attacker can
modify captured control commands to some other commands causing emergency shutdowns
or stops of the target DER systems. The number of DER systems is not a problem as long as
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the DER systems are connected in the same network. As described in DER.14, this attack
scenario could make the target power system unstable and could cause outages and power
quality problems.
3.1.3.2 DER.15: Threat Agent Spoofs DER Data Monitored by DER SCADA Systems
DER.15 points out that a threat agent modifies the industrial and the larger commercial DER
data being monitored by the utility distribution DER SCADA system in real-time, altering the
load value so that it is much higher than the actual value. A threat agent (the attacker) can use
MITM to perform modification on DER data. The attacker can capture all messages to the
target DER SCADA systems and the attacker can alter captured data to chosen or random
values. The attacker can also observe the data over a period of time to figure out appropriate
values for this modification. As described in DER.15, this attack scenario could increase
utility costs for unnecessary ancillary services, although this is just one of many possible
outcomes.
3.1.3.3 DER.16: DER SCADA System Issues Invalid Commands
DER.16 points out that a threat agent breaches a DER SCADA system and causes the DER
SCADA system to issue an invalid command to all DER systems. A threat agent (the attacker)
can use MITM to perform modification and injection attacks on the connections of the target
DER SCADA system. The attacker can capture some messages, modify them to include
invalid commands, and then relay the invalid commands to DER systems. Invalid command
could be chosen at random. As described in DER.16, this attack scenario could make the
power system experience immediate and rapid fluctuations as some DER systems shut down
while others go into default mode with no volt-var support, still others revert to full output,
and a few become islanded micro-girds. It might also cause equipment damage due to power
system surges and sags and transmission power quality problem.
3.1.4 Case Study in AIT SmartEST Laboratory
In this section, a case study with AIT SmartEST Laboratory is described to show attack
scenarios in the test-bed. The attack scenario assumes that an attacker compromised a
machine in the SCADA system. This penetration phase is out of scope for the SCADA-IDS
being developed here. Such attacks should be detected by standard IDS approaches that adopt
best practice for ICT systems. Our focus is on process control domain (LAN-level) attacks
against real SCADA devices.
3.1.4.1 Attacks on PV Inverter
In the compromised machine, the attacker can easily execute the MITM attack on the target
devices by using ARP poisoning as described in the previous section 3.1.1. Once the attacker
executes the MITM attack with target IP addresses, the attacker can get all packets between
the target devices. In our demonstration, Ettercap is used to execute ARP poisoning for the
MITM attack and a customized plug-in is implemented and loaded to execute further attacks
on the communication between the target devices. As shown in Figure 2, the R-Pi is the
translator between Modbus and IEC 61850 for the PV inverter and its IP address ends with
111. A SCADA system is a monitoring client to the PV inverter via the R-Pi and its IP
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address ends with 121. Note it is assumed that an attacker has already compromised a
machine in the same LAN.
Figure 11 shows packet captures of our attack demonstration at the client-side, which is a
SCADA system. ‘No.’ is the sequence number of packet and ‘Source’ and ‘Destination’ are
source and destination IP addresses. Protocol and the length of the packet are also shown and
a brief information of the packet contents is shown in the ‘Info’ column. We used Wireshark
to capture the packets at the client. A legitimate operator at the client behaves according to a
predefined normal scenario, controlling the power limitation of PV inverter. The first seven
packets are initialization packets for a new MMS connection and the operator made seven
confirmed-requests and got seven responses for the requests.

Figure 11: Packet Captures at Client-side.

The first confirmed-request (#1060) is a ‘getVariableAccessAttributes’ request to get the type
of a given data attribute and the second confirmed-request (#1062) is a write request to
change the value of ‘MaxWLim’ as ‘0x082C80000’ which is the floating point value of ‘100’
as shown in Figure 12. (Note that the actual attribute names are intentionally partially
redacted). This write request sets the power limitation of the PV inverter to 100%.

Figure 12: Write Request to 100% of Power Limitation (by Operator).
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A read request (#1335) for the same data attribute, ‘MaxWLim’ has been sent and the value of
‘MaxWLim’ is set as requested by the previous write request as shown in Figure 13(b). After
another ‘getVariableAccessAttributes’ request (#1699), there is another write request (#1701)
to change the value of ‘MaxWLim’ as ‘0x084270000’ which is the floating point value of
‘60’ as shown in Figure 14. At this time the operation has been to set the maximum power
limit to 60% of the possible power output. The operator also checked the value of
‘MaxWLim’ by sending a read request (#1986) and Figure 15 shows that it is set as requested.

(a) Read request

(b) Read response
Figure 13: Read Request and Response with 100% of Power Limitation.

Figure 14: Write Request to 60% of Power Limitation (by Operator).

Figure 15: Read Response with 60% of Power Limitation at Client-side.
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As shown in Figure 16, the power limitation has been changed to ‘0x084120000’, which is
‘10’, when the operator checks the power limitation by sending a read request (#2806). There
is no write request between two read requests (#1986 and #2806). Without any action from
the operator, the power limitation has been changed to 10%. Figure 17 shows the packet
captures at the server-side, R-Pi. The first seven packets are for MMS initialization and the RPi got nine confirmed-requests and made nine responses for the requests. Note that there are
two more requests in the packet captures at the R-Pi. The first six pairs of confirmed-request
and response are the same packets that we’ve seen in the packet captures at the client-side. As
shown in Figure 18, the power limitation is ‘0x0842700000’ which is the same value as
shown in Figure 14.

Figure 16: Read Response with 10% of Power Limitation at Client-side.

Figure 17: Packet Captures at Server-side (R-Pi).

Figure 18: Read Response with 60% of Power Limitation at Server-side.
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The last pair of confirmed-request and response is also same as the last pair in the packet
captures at the client side (see Figure 16 and Figure 19). However, two confirmed-requests
(#2099 and #2705) and two confirmed-responses (#2100 and #2706) cannot be found in the
packet captures at the client-side but those packets don’t have any different IP address. Those
packets are highlighted by a red rectangle in the Figure 20.

Figure 19: Read Response with 10% of Power Limitation at Server-side.

(a) Injected write request to 40% of power limitation

(b) Injected write request to 10% of power limitation
Figure 20: Two Injected Write Requests by the Attacker.

The new two confirmed-requests (#2099, #2705) are write requests to change the data
attribute ‘MaxWLim’ to ‘0x0842200000’ and ‘0x0841200000’, respectively. The latter value
is the value seen in the last read response in the packer captures at the client-side. These two
requests have been injected by the attacker and the responses to these two requests have been
dropped to prevent allerting the legitimate client, (the operator) as shown in Figure 2. In
summary, the attacker can eavesdrop, modify, inject and drop packets based on the MITM
attack. As a case study, we used false MMS packets which can maliciously set the power
limitation to any desired values. Note that no packets are captured at the client-side, so the
legitimate controlling system is not aware of these changes.
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3.1.4.2 Physical Impact on PV Inverter
In this section, we will highlight the physical impact of the attacks on the PV inverter. In the
experiments there are two ways to record and observe the electrical output of the PV inverter
system. Figure 21 shows the PV simulated panel on the left (it is worth noting that the
“simulated” panel produces real physical electrical outputs and responses). The graph shows
the characteristic voltage vs. current curve, and power output, for the PV panel. A green cross
shows the maximum power point, i.e. the theoretical maximum power output of the PV panel.
The red cross shows the real power point at which the system is currently operating. Normally
the inverter tries to operate at the maximum power point, as shown in Figure 21(a), where the
red and green crosses overlap. The PV inverter can be programmed with different power
limitation set-points, such that the power output is limited (up to 100%). In such a case the
operating point (red cross) moves away from the maximum power point.

(a) 100% of power limitation by the operator

(b) 60% of power limitation by the operator

(c) 10% of power limitation by the attacker
Figure 21: Status Changes of PV Inverter.
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Before executing any cyber-attacks, the operator has set the power limitation to 100% and the
PV inverter generates AC output power of 10,487 W as shown in Figure 21(a), which
corresponds to the maximum power point. When the operator set the power limitation to 60%,
the PV inverter generates 7,067 W of the AC output power as shown in Figure 21(b). After
capturing and analysing the communications during this valid operation, as described in the
previous section, an attacker is now able to craft malicious packets and execute an attack to
set the power limitation to a value of their choice. The Ettercap tool presented in this paper
allows any vale to be selected. In the example shown Figure 21(c) the attacker sets this value
to 10%. As the result of this new set-point, the PV inverter is forced to be physically switched
off, and it can be seen that in Figure 21(c) the LCD display shows it has fallen into standby
mode. At this point the device is non-operational and requires several minutes to restart.

3.2 SCADA Environment Architecture
Smart grid systems normally consist of multiple layers of networks and Figure 22 shows an
example of a network configuration. SCADA networks usually do not have any direct
connection to the public, e.g. Internet or corporate networks, but office networks are often
located at the front of SCADA networks to manage and protect the SCADA networks. Behind
this protection, SCADA networks manage and control physical electrical systems, which are
distributed in real fields. It is normal to deploy security technologies between different layers
of networks in order to identify or block suspicious activities. Most of the current
technologies focus on the detection of attacks penetrating into deeper layers. However, it is
also important to monitor inside activities because the penetrating attacks might not be
detected, or an insider could launch attacks. The proposed SPARKS multi-attribute SCADA
IDS is intended to protect SCADA systems from attacks which come from both the outside
and the inside. Therefore, The IDS should be deployed at the edge of SCADA networks or at
the local area network (LAN) switch in a SCADA process control network.

Figure 22: Network Configuration for Case Study.
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4 Specification of Multi-Attribute SCADA IDS
This chapter presented the specification of the proposed SPARKS multi-attribute SCADA
IDS. The procedure of the multi-attribute SCADA IDS is described and the detail
specification of each module in the multi-attribute SCADA IDS is explained. An IDS is one
solution towards protecting SCADA systems from diverse and complex cyber-attacks. As
discussed in Section 2.2, each IDS approach has its own advantages and disadvantages, and
hybrid methodologies are required to deal with diverse attacks by combining multiple
approaches.

Figure 23: Attacks and IDS Approaches.

The proposed multi-attribute SCADA IDS is a hybrid IDS combining three IDS approaches:
whitelist, stateful analysis and anomaly detection (see Figure 23). The three approaches will
act as different defence layers against different levels of attacks. Whitelist is a signature-based
detection approach to identify illegal activities in the network and is able to detect simple
attacks such as port scanning and illegal connections. These simple attacks are usually used to
gather information of target devices or systems. However, an attacker might have knowledge
of the targets already. This attacker can execute higher levels of attacks based on knowledge,
such as illegal operations and known vulnerability exploitation. Stateful analysis monitors
events based on the current status of devices to identify any deviations from pre-constructed
profiles. Attacks with the knowledge of target devices may cause changes, which deviate
from normal behaviour. In this case, stateful analysis can identify the deviations and detect as
attacks. However, it is hard to construct perfect profiles covering all deviations and some
attacks may not cause any deviation. Therefore, further investigation is required to detect the
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highest-level attacks. These attacks are often unknown attacks and do not violate preconstructed profiles. Anomaly detection is a good option for the detection of unknown
attacks. Especially, learning-based anomaly detection approaches take advantages of machine
learning algorithms to reveal hidden information from collected data, including normal,
attacked, or both.
The proposed multi-attribute SCADA IDS investigates network events in the three IDS
approaches in a sequence, as shown in Figure 24. Whitelist, stateful analysis, and anomaly
detection will investigate encountered network events independently and alerts and logs will
be generated if any threat is detected. Logs should be written even though there is no
detection because logs can be used in any further investigation, e.g. cooperation with data
analytics in T4.3.

Figure 24: Detection Procedure of Multi-Attribute SCADA IDS.

4.1 Whitelist
In comparison with traditional IT systems, SCADA systems have distinguishing
characteristics: 1) a fixed number of communication devices, 2) a limited number of
communication protocols, and 3) a rare change of the network configuration. These
characteristics make access control easier in SCADA systems.
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Whitelist is an access control method that monitors traffic and only allows traffic between
legitimate devices. Whitelist maintains a list of legitimate connections consisting of <MAC,
IP, port> pairs. The list can be derived from the system configuration files. If the information
of legitimate devices is missing in the system configuration files, system operators need to
derive the list manually. Whitelist will generate alerts if any event, which does not appear in
the whitelist, occurs.

Figure 25: Packet Header.

In the whitelist module, all packets can be dissected as shown in Figure 25. MAC addresses,
IP addresses and port numbers can be identified from the packet itself. What protocols are
used at each layer can be also identified, (e.g. TCP and MMS). This connection information
can be extracted easily and compared with the whitelist to identify any suspicious connection,
which is not defined in the whitelist. Figure 26 shows a part of an IED capability description
(ICD) file, which is one of the substation configuration description language (SCL) files. SCL
is the language and representation format specified by IEC 61850 for the configuration of
electrical substation devices and ICD files define complete capability of IEDs. ICD files need
to be supplied by each manufacturer to make the complete system configuration. In the
whitelist generation, these configuration files can be used to extract MAC and IP addresses
for devices in the system. However, some rules need to be defined manually in the whitelist.

Figure 26: IED Capability Description File.

Deliverable D4.1

Page 37 of 48

Deliverable D4.1
© SPARKS Consortium

The procedure of the whitelist module is shown in Figure 27. Connection patterns can be
represented as rules in the whitelist but the rules can be compared as a tree as shown in Figure
27. Information associated with each connection, e.g. MAC address, IP address, port number
and protocol, will be compared with the whitelist to find any match. If no match is found in
any step, then it will invoke the ‘detected’ alert to indicate that a suspicious connection has
been found in the whitelist module.

Figure 27: Detection Procedure of Whitelist.

Whitelisting can detect unwanted connections in the network but attacks can be launched via
normal connections, which will not be detected by a whitelist. For example, man-in-themiddle attacks can compromise normal connections in order to sniff, modify or inject packets
into the normal connections. Legitimate devices can be compromised by malware to issue
malicious commands to the target device through the normal connections. Whitelist is still
important to control the connections between the devices, but other approaches should be
deployed as a necessary complement.
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4.2 Stateful Analysis
Stateful analysis constructs normal profiles for protocols and device behaviours, and monitors
events to check whether the events violate any of the constructed profiles. The events should
follow protocol requirements and devices should behave as expected. Any violation from the
profiles will be considered as intrusions or errors and invoke alerts as shown in Figure 28.
Profiles can be constructed in several forms and rule-based profiles are the widely used.
Manual work of experts is hard to avoid in the profile construction. In the stateful analysis, an
additional process is required, which parses incoming packets according to the protocols. The
packer parser is responsible for this process.

Figure 28: Detection Procedure of Stateful Analysis.

In protocol inspection, incoming packets will be investigated to identify any violation of
given protocols, including packet format errors and invalid communication orders. Packet
format errors can be identified in the packer parser and other protocol violations can be
identified according to pre-defined protocol rules, which can be generated from the
specification of protocols. Figure 29 shows a normal MMS communication pattern and a
communication between the two devices that should be done in a proper order. One example
is the TCP three-way handshaking, which is opening a TCP connection by three packets
between two participants. Any disorder fails to open the TCP connection. In MMS
communication, a request should come first and a response of the request should be followed.
Another rule is that ‘invokeID’, which is a unique number of MMS packets, which should be
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increased by one for every pair of request and response MMS packets. Those rules can be
generated manually and used for protocol inspection.

Figure 29: Normal MMS Communication.

In behaviour inspection, packets will be investigated to monitor device behaviours. MMS
packets include measurement values which represent the current status of devices or setting
values by operators (see Figure 12 and Figure 13). Commands for devices can be also sent in
MMS packets to control devices. In the previously described attack scenario, the attacker
manipulates a value of power limitation to 10% and the target device has been switched off.
This attack can be identified with a rule that the value of power limitation should be higher
than 10% when the switch is on. Rules for known critical situations and attacks can be
generated and used to detect suspicious behaviours toward devices.
However, it is still possible to attack devices without any violation and within pre-defined
rules. If an attacker changes the value of power limitation to some low values, but higher than
10%, then the system will show low performance. It might not be critical but it still needs to
be detected. For this higher-level of attacks, another approach should be adopted, e.g.
anomaly detection.
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4.3 Anomaly Detection
Anomaly detection establishes profiles for normal, malicious behaviours or both to identify
anomalies or outliers caused by cyber-attacks or misuses as intrusions. Learning-based
anomaly detection utilizes machine learning algorithms to find hidden information from a
huge size of data in order to build good profiles. Machine learning algorithms can be divided
into two categories: unsupervised algorithms and supervised algorithms. Unsupervised
algorithms do not use any label information of data in training while supervised algorithms
use the label information. Unsupervised algorithms are widely used in IDSs because attack
traffic is often hard to collect and malicious behaviours vary from attack to attack. Our multiattribute SCADA IDS is also designed to use one of unsupervised algorithms, i.e. one-class
support vector machine (OCSVM) [34].
OCSVM is an unsupervised version of support vector machine (SVM). SVM [35] is a
supervised machine learning algorithm and is widely accepted as a binary classification
algorithm with excellent performance. OCSVM can be viewed as a two-class SVM, where all
the training data is included in the first class and the origin is used as the only member of the
second class. OCSVM maps input data into a high dimensional feature space via a kernel and
finds the maximal margin hyperplane which best separates the training data from the origin.
The performance highly depends on the kernel function so different kernels in OCSVM will
be investigated to find the best one.
It is also important what attributes are used in anomaly detection. Various information
features can be extracted from packets in network and application level as follows:
•

•

Network Level
o Source and destination MAC addresses
o Source and destination IP addresses
o Source and destination port numbers
o The total length of IP packet
o Datagram identification number
o IP flags
o TTL
o Sequence and acknowledgement numbers
o TCP flags
o ... etc.
Application Level (MMS)
o Parameter CBB
o MMS packet type
o Invoke ID
o Domain ID
o Item ID
o Timestamp
o ... etc.
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Attribute selection is required to find the best set of attributes and pre-processing on string
information, such as addresses and string IDs, is also required to convert the string
information into numerical data because OCSVM only accepts numerical data to map data
into a high dimensional feature space. The overall process of anomaly detection in the
proposed SPARKS multi-attribute SCADA IDS is given in Figure 30.

Figure 30: Overall Process of Anomaly Detection.

Anomaly detection can be divided into two phases: training and prediction. In the training
phase, feature selection and training processes will be conducted periodically to adopt
changes in normal behaviours. When the training is newly conducted, new features and new
data can be added to generate new profiles for the target system. In the prediction phase,
incoming packets will be investigated based on the generated profiles, called classifiers in
classification. Finally, anomaly detection will invoke alerts when outliers or anomalies are
identified.

4.4 Packer Parser
In both stateful analysis and anomaly detection, packets should be dissected to extract
information for the investigation. The header of each layer should be analysed to get the
datagram of the next layers and the payload at the final layer, i.e. application layer, can be
dissected according to the application layer protocol, i.e. MMS. Figure 25 shows a packet that
is encapsulated by Ethernet, IP, TCP and other presentation and application layer protocols.
At the end of this packet, a MMS payload is attached and this MMS payload includes
information of a device.
Figure 12 shows a write request and Figure 13 shows a read request. As shown in the two
figures, the MMS payload can be dissected in a hierarchical way. The structure of MMS
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payloads is a tree and each node has a single or multiple child nodes or leaf node(s). Leaf
nodes contain values to indicate some IDs or measurement values.

Figure 31: Read Response with Multiple Data.

Figure 31 shows a read response which contains multiple data. Six items are included in this
response. Each item has its own data type such as Boolean, array, unsigned int. UTC-time,
bit-string and so on. Commands and measurement values can be monitored as shown in
Figure 31. A domain ID and an item ID are also given in some MMS packets as shown in
Figure 12 and Figure 13. A domain ID represents a logical device name and an item ID
represents a data attribute. These IDs tell us device-specific information to indicate what
device is used and what functionalities are used in the system.
MMS allows encapsulating various data types and encodings as shown in Figure 31. A parser
needs to be developed and included as one of the modules. The parsing should be done before
the stateful analysis to extract information from packets. In the anomaly detection module, the
parsed packets can be used.

4.5 Intersystem API communication
During the first year of the SPARKS project, the potential for integrating multiple miniprojects was identified. This approach could address different threats and cover more complex
scenarios like simultaneous multi-facetted attacks. In essence, the system would have a
modular structure that can communicate and create a more complete picture of what is
happening in the monitored system. Each mini-project should expose some interface to allow
for communication with the other systems.
Currently that integration is in the definition state; however the use of Representational State
Transfer (REST) API [8] has emerged as the most popular approach for this kind of
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communication. REST is a software architecture for creating scalable web services and is
simpler than SOAP or WSDL-based web services.
RESTful systems typically communicate over the Hypertext Transfer Protocol using HTTP
verbs such as GET, POST, PUT, DELETE, etc., which are commonly used by web browsers.
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5 Conclusion
Cybersecurity is a primary concern in the development of smarter grids. Cyber threats may
lead to unauthorised access, loss of data confidentiality, and eventual attacks. Such attacks
pose a risk which may ultimately render damage or catastrophic consequences for electric
network infrastructure. Cybersecurity solutions must consider not only deliberate attacks, for
example from insider threats, industrial espionage, and terrorists, but also unintended
compromises of the cyber infrastructure due to user errors, equipment failure, and natural
disasters. Hence, cyber threats come not only from conventional outside sources such as
hackers, but also from inside sources, such as disgruntled employees, ex-employees, third
party contractors, or as a result of inadvertent user negligence.
IDS vendors are beginning to develop and incorporate attack signatures for various SCADA
protocols, and there is growing industrial and academic research into intrusion detection and
anomaly detection, specifically focused on SCADA environments. However, many SCADA
protocols remain to be addressed.
IEC 61850 will be a key protocol in the future for automation of power utility systems. This is
an object oriented substation automation standard that defines how to describe the devices in
an electrical substation and how to exchange the information about these devices There has
been some research on SCADA IDS for IEC 61850, but MMS has not received sufficient
attention in the research community. The performance of IDS approaches highly depends on
features, yet there is no research or product which utilizes MMS information for intrusion
detection. Furthermore, in both known attack and zero-day attack detection, it is important to
understand and use application-level information.
This report presents a multi-attribute SCADA IDS using whitelist, stateful analysis and
machine learning based anomaly detection approaches to improve the cyber-protection of
SCADA systems that use IEC 61850 protocol,.
The proposed multi-attribute SCADA IDS uses both signature-based and anomaly detection
in order to detect known and unknown cyber-attacks from inside or outside of the SCADA
system. It has been shown that it is important to investigate and develop IDS for specific
SCADA environments, hence the proposed IDS will be implemented and validated through a
series of realistic scenarios performed in the context of modern of photovoltaic (PV) inverter
technology. Given that this technology is a quickly emerging market, and that very little
research to-date exists in this specific field, it is expected that the proposed IDS will make a
significant contribution to the advancement of cybersecurity for these important smart grid
systems.
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