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Executive Summary
This white paper, the first deliverable for SPARKS WP3, provides guidance on reference architectures
and other resources that organizations can use in defining, designing and implementing securityrelated technologies, processes and organizational capabilities for smart grid environments.
We first define several important purposes for which organizations turn to smart grid reference
architecture resources. These purposes include 1) adopting an effective methodology for establishing
an effective and durable long-term approach to securing their smart grid environment, 2) defining a
durable architecture (including technologies, processes and people) that will secure that smart grid
environment over the long-term, 3) developing a particular design based on that architecture, and 4)
creating and using mathematical and algorithmic models and simulations of that design to evaluate its
performance, predict failures and so on. We show examples of how the various resources fit in with
these purposes.
Next, we concentrate on three resources (or in most cases, families of related resources) that we
believe are most helpful in addressing the second of these purposes, that is, defining a durable
architecture to secure a particular organization’s smart grid environment. In particular, the NISTIR
7628 “Guidelines for Smart Grid Security” (2013) [1], the Smart Grid Architecture Model (SGAM)
defined by the CEN-CENELEC-ETSI Smart Grid Coordination Group (2012) [2] under the European
Union M/490 mandate [3], and the Sandia “Microgrid Cyber Security Reference Architecture” (2013)
[4] are all valuable and extensive reference architectures from which a security architecture for a
particular smart grid environment can be derived.
For each resource we first give a high-level description. Next we identify any issues or gaps that we
believe an organization using that resource should be aware of. We then discuss how that resource can
be most effectively applied to purposes for which it is intended or best suited, including other
resources that should be leveraged.
We also give an overview of the IEC and IEEE families of standards related to the smart grid, and
summarize relevant industry reference architectures. In the conclusion we summarize and compare the
characteristics of these architectures to help in planning or application of security in any smart grid
project.
Additionally, we provide a list of additional resources that an organization may also find useful in
addressing the purposes described above.
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1 Preface
In the discussion of plans for WP3 “Smart Grid Security Standards” at the first stakeholder workshop
for the SPARKS project (May 2014) [5], several stakeholders urged that the first task of the work
package should be to provide guidance about smart grid reference architectures and other similar
resources. That is, this first deliverable should not attempt to synthesize a smart grid security reference
architecture from the many different techniques for smart grid security modeling, nor to summarize or
reconcile the security-related guidance from the many resources that are available. Rather, first task
for WP3 should be to help energy utilities, regulatory authorities, advisory organizations and other
interested parties take advantage of the substantial number of security-related smart grid architectures,
models, methodologies and other available tools.
In this white paper, therefore, we attempt to answer questions such as: which of these resources are
most helpful for organizations formulating a security architecture for a new or on-going smart grid
deployment? What gaps or limitations in each of these resources should the organization be aware of
as it applies the resource to their needs? How can these resources best be used, both individually and
together? Where can such an organization find other information that may be helpful, such as
academic or industry papers exploring particular smart grid security issues in more depth?
Over the course of the first year of the SPARKS project, we have heard these same questions in many
other conversations: at conference presentations, in meetings with industry, government and academic
colleagues as well as in discussions with the press and analyst communities. In this first deliverable for
SPARKS WP3, therefore, we have attempted to respond to these questions from our stakeholders. To
do so, this document:
•

•

Differentiates among the extensive resources that are available related to smart grid security
reference architectures, in terms of the various purposes they serve and in order to clarify
those resources that provide the most essential help to organizations that are defining,
designing and deploying effective security technology, processes and organizational
capabilities for a real-world smart grid environment.
Identifies what we see as the core resources currently available that are most valuable for the
purpose of defining, designing and implementing a real-world smart grid security architecture.

For each of these resources, this white paper 1) provides a brief overview of what it is, 2) describes
any major gaps or limitations and 3) recommends how the resource can be used most effectively
We have also created a detailed list of additional resources, organized by category of use (see the
appendix). This provides alternative (for example, an alternative conceptual security architecture,
attack detection model, etc.) or more detailed information (for example, specific mathematical models
for instrumentation of cybersecurity attack detection based on anomalies in Phasor Measurement Unit
(PMU) information [6]).
In our next deliverable for WP3, we intend to identify particular areas in which we believe guidance,
best practices, new technologies or new insights on security process are needed and address those
particular areas to whatever extent our research in the SPARKS project enables us to do so. Although
the gaps that we identify will undoubtedly point towards some of the areas that we will be exploring
later, in this document we focus on practical and pragmatic guidance for those resources that already
exist in the hope of making those resources more readily known and more easily used by all of us
working to create a more effective and secure smart grid.
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2 Introduction
2.1 Security-Related Smart Grid Reference Architecture Resources
In reviewing the extensive and rapidly expanding materials that relate to cyberphysical security for the
smart grid, we found considerable variation in the use of terms such as “security reference
architecture”, “security architectural model”, “security architectural framework”, “security control
framework”, “security guidance”, “security taxonomy” and many other related terms.
For example, the Smart Energy Reference Architecture (SERA) by Microsoft (2013) [7] and the Smart
Grid Reference Architecture (SGRA) by IBM, Cisco and Southern California Edison (2011) [8] are
both called reference architectures and are provided by industry. However, they differ substantially in
what they include and how they are organized. Similarly, the first volume of NISTIR 7628 defines a
“logical reference model” for the smart grid [9] that, though referenced by the Smart Grid Architecture
Model (SGAM) defined by the CEN-CENELEC-ETSI Smart Grid Coordination Group, is
conceptually different from SGAM [10]. Both the “E-Energy Referenz-Architektur” [11] and the
DISCERN project “Identification of Current System Architecture” [12] provide approaches to
applying SGAM, but the approaches are different from each other and even more so from the “design
process” defined in the IEEE “Foundation for Intelligent Physical Agents” (FIPA) [13].
There are various studies and standards that provide structure, taxonomies, ontologies and other ways
of organizing this broad set of materials. For example, ISO 42010 [14], referenced in the CENCENLEC-ETSI “Smart Grid Reference Architecture”, provides a valuable perspective on the
purposes, contents and organization of reference architectures. Papers such as “Towards a Bottom-up
Development of Reference Architectures for Smart Energy Systems” [15] propose approaches to
address both the need for references architectures for the smart grid and the discrepancies between and
gaps within existing reference architectures.
Reference architectures can take different views, depending on the specific aspects of a smart grid they
relate to, for example security, communication, functionality and technology. While there is no such
thing as “the” smart grid reference architecture, the issue is not just one of terminology and approach.
Rather, the breadth and diversity of the resources that are termed reference architectures, architectural
models, architectural frameworks, architectural methodologies and so on indicates that there are in fact
several different purposes that these resources attempt to address. Rather than adopting or developing
a definition of the term “reference architecture” and mapping the diverse resources to it, a more useful
approach is therefore to identify the high-level purposes that these resources address and then assist
organizations in understanding the effectiveness of the resources in meeting those purposes.
We see four major purposes that are served by the range of resources that are called or associated with
the term “reference architecture”, focused on helping organizations to:
1. Understand and adopt effective methodologies for establishing an effective and durable longterm approach to securing their smart grid environment. This is the purpose of such resources
as the “Smart Grid Information Security” (SGIS) resource (part of the family of resources
created under the EU M/490 mandate) [16].
2. Define durable architectures (including technology-, process- and people-related
components) that will secure an organization’s smart grid environment over the long-term.
This is the purpose behind the NISTIR 7628, SGAM and Sandia “Microgrid Security
Reference Architecture” [17] families of resources.
3. Develop particular designs based on those architectures. This is the area addressed by
resources such as the Microsoft “Smart Energy Reference Architecture” (SERA) [18].
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4. Create mathematical and algorithmic models, simulations and analyses of those designs in
order to evaluate its performance, predict failures and so on. This is the purpose of resources
such as the “Cybersecurity on SCADA” resource from the EU FP7 Cockpit CI project [19].
These purposes are complementary and mutually supporting for an organization looking to achieve the
over-arching goal of implementing resilient, dynamic and responsive capabilities, related not only to
technology but also to processes and people, to secure their smart grid environment. We found that
across the extensive range of resources related to smart grid reference architectures, there are three
resources, or rather resource families, that are most directly helpful to an organization needing to
achieve this goal. These resources are:
•
•
•

NISTIR 7628 and related resources [20]
Resources created under the M/490 mandate as well as related resources not directly created
under that mandate [21]
Sandia “Microgrid Security Reference Architecture” and related resources [22]

The first two of these families of resources, in particular, are the essential tools for defining the
architecture for a specific smart grid environment. They provide comprehensive and complementary
methodologies (as discussed above), organizing principles and detailed information on technology,
process- and people-related capabilities that an organization should consider when addressing the
security of their particular smart grid environment.
The “Microgrid Security Reference Architecture”, though less comprehensive in itself and in terms of
related resources, nonetheless is also an important resource to consider. In particular, it explores
security issues that have special implications both within an individual microgrid and in the
interconnection of a particular microgrid both with another microgrid and with a larger smart grid
environment. These issues have not yet been explored in NISTIR 7628 and M/490 to the same level,
and this resource is therefore important.
There are also other valuable resources related to the smart grid that do not directly address the needs
of an organization focused on the goal of securing their real-world smart grid environment. For
example, the family of IEC standards related to the smart grid, including 61850, 62351 and other
standards [23], are generally addressed to technology vendors, rather than smart grid organizations,
and focus on the secure and interoperable implementation and integration of technological capabilities
from those vendors. The same is true of the family of IEEE standards for smart grid [24]. These
standards are referenced by NISTIR 7628 and the M/490 resources because they are essential to
ensuring smart grid interoperability, resilience and security. But precisely because of the extensive
references to the IEC and IEEE standards in the M/490 resources, an organization implementing
security in a real-world smart grid implementation should not have to master the IEC and IEEE
standards in the way that it should master NISTIR 7628 and the M/490 resources.
In discussing NISTIR 7628, the M/490 resources and the Microgrid Security Reference Architecture
(see sections 3.1, 3.2 and 3.3 below), we touch on resources that are useful in using these three core
resource families that we recommend. For example, we discuss the ENISA “Smart Grid Security
Recommendations” [25], which document a number of important key findings that serve as input for
understanding NISTIR 7628 and SGAM. We also touch on resources such as the security profiles
developed by the “Advanced Security Acceleration Project for Smart Grid (ASAP-SG)” [26] that are
helpful in developing a detailed design for smart grid security, and on other resources, such as the EU
FP7 Cockpit project [27], that are useful for modeling smart grid security.
Among the most important of these additional resources are those that focus on helping organizations
adopt a smart grid security methodology – that is, a process or approach to architecting and developing
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a secure smart grid environment. Some of these resources, such as ISO 42010 and the Irlbeck paper
[28] are most useful for standards organizations and similar groups that are focused on developing
guidance for other organizations. But a number of other resources are focused on providing more
direct guidance for electric utilities and other organizations that have to deploy, manage or assess
security capabilities in an actual smart grid environment. This latter purpose is addressed most
comprehensively by two methodological resources:
•

•

The “NISTIR 7628 User’s Guide” (2014) and related resources (such as NIST 1180R3
“Framework and Roadmap for Smart Grid Interoperability Standards”, see section 3.1.3).
These resources provide an approach, based on defined activities, to assist organizations in
using NISTIR to define and implement the security strategy and capabilities for their smart
grid.
The resources created under the European Union M490 Mandate, including the “Smart Grid
Information Security (SGIS)” (2012) and related resources intended to show how to integrate
security into smart grid implementations through the use of the Smart Grid Architecture
Model (SGAM), see section 3.2.3.

These two resources reference each other, explaining how NISTIR 7628 and SGAM/SGIS can be used
together by organizations. They provide complementary guidance that any organization working on
security capabilities for their smart grid should take advantage of. The resources are discussed in more
detail below in the sections that focus on NISTIR 7628 and M/490, respectively.
There are two additional resources that are particularly valuable in terms of using SGAM. Each of
these resources is also discussed briefly in section 3.2.3.
•
•

The BSI “E-Energy Referenz-Architektur” (available only in German) [29].
The “Identification of Current System Architecture” document from the EU FP7 DISCERN
project (2013) [30].

These documents derive technical models for a particular smart grid implementation (including
security capabilities) from the Smart Grid Architecture Model (SGAM). The “E-Energy ReferenzArchitektur” in particular elaborates a number of use cases for smart grid in terms of these technical
models.
Before moving on to applying these methodologies in defining a specific smart grid architecture, it is
worth noting that there are smart grid reference architectures that are intended to provide a
methodology for or assist in the standards development process, rather than in developing a specific
real-world smart grid architecture, design and models. This is the case with the IEC 62357 “Reference
Architecture for Power System Exchange” [31], for example, which maps the family of IEC standards
related to the smart grid in order to show their inter-relationships, identify gaps and provide a future
vision. The family of IEC smart grid standards, like IEEE 2030 and related standards (see section 3.4),
also has an important role in terms of achieving interoperable and secure smart grid implementations.
But we believe that this role, for an organization that is developing and deploying a smart grid
environment, fits most importantly in the context of design decisions.

2.2 Evaluating Essential Smart Grid Reference Architectures
The SPARKS project has used the following approach to identify the most useful smart grid reference
architectures, to identify gaps in those reference architectures and, to the extent possible, to propose
strategies for effective use of the reference architectures.
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The first step was to assemble a broad range of materials regarding what a reference architecture is
and how it can be used most effectively. We also investigated and assembled existing reference
architectures that are related to the smart grid
For example, the Smart Grid Architecture Model (SGAM) provides the broadest reference architecture
for the smart grid, while the NISTIR 7628 reference architecture is focused on security. We discuss
these two items in section 3.1 and 3.2, respectively. Additionally, reference architectures were drawn
from industry, academia and government sources. Many industry reference architectures have become
de facto standards. Information on the response to and use of the reference architectures was also
collected in order to understand the recognized benefits and limitations of existing reference
architectures. This step leveraged results from the preceding SPARKS work package on risk
assessment.
The second step in the approach was to analyze the materials that we collected on reference
architectures to identify gaps, limitations and strengths. To implement this analysis in a consistent and
structured manner, we examined whether the contents and recommendations associated with the
reference architectures in question 1) had significant gaps or limitations compared to other reference
architectures, 2) could address the top threats and attack scenarios that are identified in the NESCOR
cybersecurity failure scenarios [32], and 3) could address a small number of additional scenarios,
particularly targeted attacks exemplified by such real-world attacks as Stuxnet [33] and attacks on the
oil and gas infrastructure in the United States [34] and Saudi Arabia [35].
Finally, we reviewed the resources related to each selected reference architecture to identify
recommended approaches for most effective use of the reference architecture in defining and
deploying security capabilities for the smart grid. Combining this information with the identified gaps
and limitations in the reference architecture, we documented our understanding of best practices in
using the reference architecture.
Having conducted our analysis, we reviewed the documentation with a range of stakeholders, subject
matter experts and other individuals and organizations that could provide insights into the usefulness
and correctness of our analysis and recommendations. For this analysis, we primarily used members of
the SPARKS stakeholder group and the Scientific Advisory Board. The former body represents
stakeholders from a number of smart grid organizations such as distribution system operators (DSOs)
and solutions providers. The latter is a small group of distinguished members from academia and
industry who are working in research fields related to the SPARKS project.
We believe that it is also important to have input from organizations engaged in the complex work of
deploying smart grid solutions and also from individuals within organizations that are responsible for
setting guidelines for and monitoring such deployments. These include individuals from academic
researchers with experience across multiple deployments and those with deep experience in relevant
technologies, such as Advanced Metering Infrastructure (AMI). We welcome such reviews, comments
and insights.

2.3 Smart Grid Reference Architectures and SPARKS
Demonstration Sites
The three demonstration sites that are being used in the SPARKS project reflect the conclusions in this
document in a number of areas. The architectures of the Wunsiedel [36] and Nimbus Microgrid [37]
demonstration sites have provided important input for the evaluations of reference architectures,
particularly in terms of the role of microgrids in establishing a dynamic and resilient smart grid. The
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AIT SmartEST test facility similarly provides an example of an effective architecture for doing
modeling and simulation of smart grid capabilities.
Most importantly, the sites provide test beds for the evaluation and demonstration of the technology
capabilities from the four SPARKS mini-projects, which represent our attempts to address important
aspects of or limitations in smart grid reference architectures. For example, the mini-project on
hardware authentication by means of Physically Unclonable Functions (PUFs) [38] explores a
significant design and implementation alternative for the effective authentication of Advanced
Metering Infrastructure (AMI) and other devices. Similarly, the security analytics mini-project [39]
provides an important extension to the security capabilities detailed in NISTIR 7628. The
demonstration sites enable us to show how these and other SPARKS security capabilities relate to
real-world smart grid architectures and also provide insights into best practices in applying these
capabilities to securing the smart grid.
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3 Smart Grid Reference Architecture Analysis
In this section, we present our analysis of the three smart grid reference architectures that we believe
an organization that is defining, developing or deploying security capabilities for the smart grid should
consider using 1:
•

•

•

NISTIR 7628 “Guidelines for Smart Grid Cybersecurity” (Volumes 1-3) and related resources
(see section 3.1). The NISTIR 7628 standard itself, particularly volume 1, focuses on defining
detailed technical requirements across all smart grid domains (generation, distribution,
operations etc.). The intended scope is broad and encompasses an extensive set of sub-systems
in each domain (for example, 19 sub-systems in the operations domain, including AMI,
customer data management and so on). However, the achieved scope does not reflect some
recent development in smart grid technologies and architecture such as in approaches based on
federated microgrids.
M/490 Smart Grid framework, including the Smart Grid Architecture Model (SGAM) and
related resources (see section 3.2). The SGAM framework aims to integrate different state-ofthe-art approaches in a European setting. The purposes of SGAM include mapping different
smart grid use cases to a common architecture model, establishing a framework for analyzing
different implementations of a smart grid architecture, providing a common view and
language for different stakeholders, and identifying standardization and interoperability gaps.
Sandia National Laboratories “Microgrid Security Reference Architecture” (MSRA) and
related resources (see section 3.3). The scope of the MSRA is much more limited than
NISTIR 7628 and the M/490 resources. It focuses on the security processes, technologies and
threats related to microgrid security. In particular, it does not explicitly examine the
viewpoints of the breadth of stakeholders identified in the SGAM framework, nor the range of
subsystems in NISTIR 7628.

For each reference architecture, we present a summary of its key features and intended applications.
We then discuss gaps and limitations in that reference architecture that need to be considered when
applying it to establish security capabilities for a smart grid implementation. Finally, we provide
guidance on how to use the reference architecture and point to resources that define a methodology for
that reference architecture as comprehensively as possible.
In order to identify the gaps and limitations in these three reference architectures, we looked first at the
differences and contradictions across these architectures themselves. The most important issue that
surfaced from this part of the review is the degree to which each of these three approaches stands in a
range from a centralized grid architecture to a distributed microgrid architecture. Neither NISTIR 7628
nor SGAM, while accommodating microgrids containing local generation, distribution, demand
management and so on, discuss architectural alternatives such as a federation of microgrids as an
alternative to centralized energy generation and distribution. Going beyond this comparison across the
three reference architectures, we also took advantage of a number of other resources in order to
identify gaps and limitations, such as the NESCOR threat and failure scenarios for the smart grid.
Following the analyses of these three core resources, we include brief discussions of three other sets of
resources:
•

IEC family of smart grid standards (see section 3.4). These are important resources that,
although most important for smart grid equipment manufacturers, are also important for
organizations that are architecting, designing and deploying smart grid environments.

1

We note that other reference architectures are available from various vendors and consortia. However, these
candidates were selected as they manifested a small sample which nevertheless encompasses a broad
technological and regional scope.
Page 10 of 43

Smart Grid Reference Architecture
© SPARKS Consortium

•
•

The IEEE family of smart grid standards (see section 3.4). These are similarly important
primarily for equipment manufacturers, but also valuable to other organizations.
Technology vendor reference architectures for smart grid (see section 3.5). These resources
provide valuable assistance when designing specific smart grid environments based on the
relevant vendor’s software or hardware.

Additional reference architectures that may be valuable are listed in the appendix.

3.1 NISTIR 7628
3.1.1 Summary of NISTIR 7628 approach
As described in the NIST Smart Grid Framework (SP 1108R3) [40], NISTIR 7628 Guidelines for
Smart Grid Security is:
•
•
•
•

An overview of the cybersecurity strategy used by the Cyber Security Working Group
(CSWG) to develop the high-level cybersecurity smart grid requirements;
A tool for organizations that are researching, designing, developing, implementing, and
integrating smart grid technologies, both established and emerging;
An evaluative framework for assessing risks to smart grid components and systems during
design, implementation, operation, and maintenance; and
A guide to assist organizations as they craft a smart grid cybersecurity strategy that includes
requirements to mitigate risks and privacy issues pertaining to smart grid customers and uses
of their data [41].

The guidelines in NISTIR 7628 are neither prescriptive nor mandatory. Rather they are advisory and
are intended to facilitate each organization’s efforts to develop a cybersecurity strategy effectively
focused on prevention, detection, response, and recovery.
Originally published by NIST in 2010, NISTIR 7628 consists of three parts:
•
•
•

Volume 1: Smart Grid Security Strategy, Architecture and High-level Requirements. A
revised version of Volume 1 was released by NIST in 2013.
Volume 2: Privacy and the Smart Grid.
Volume 3: Supportive Analyses and References.

Additional materials have been created to assist organizations interested in using NISTIR 7628:
•
•
•

Introduction to NISTIR 7628 Guidelines for Smart Grid Cyber Security (published 2010 by
SGIP). This document provides an overview of NISTIR 7628 [42].
Guide for Assessing the High-level Security Requirements in NISTIR 7628 Guidelines for
Smart Grid Cyber Security (published 2012 by SGIP). This document provides guidance on
establishing a security assessment process for smart grid security, using NISTIR 7628 [43].
NISTIR 7628 User’s Guide (published 2014 by SGIP). This document defines a process for
identifying and maintaining smart grid security requirements, using NISTIR 7628 [44].

NISTIR 7628 is closely related to a number of other U.S. government documents, including the
following:
•

U.S. Department of Homeland Security (DHS), National Cyber Security Division. Catalog of
Control Systems Security: Recommendations for Standards Developers [45]. The catalog
presents a compilation of practices that various industry bodies have recommended to increase
the security of control systems from both physical and cyber-attacks. It was a source
document for the NIST Interagency Report NISTIR 7628.
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•

•
•
•

U.S. Executive Order (EO) 13636: Improving Critical Infrastructure Cybersecurity [46] and
the related “Presidential Policy Directive on Critical Infrastructure Security and Resilience”
[47]. Both reflect and provide justification for the security requirements defined in NISTIR
7628.
NIST 1108R3 Framework for Smart Grid includes NISTIR 7628 in the list of recommended
standards [48].
NIST 7823 Smart Metering Infrastructure Smart Meter Upgradeability Test Framework,
though it does not reference NISTIR 7628, provides a complementary test approach for AMI
[49].
The Cyber Security Capability Maturity Model (C2M2) [50] also references NISTIR 7628.

NISTIR 7628 is referenced widely in government, industry and academic publications and standards,
including the following:
•
•
•

Detailed analysis of 7628 in terms of Distribution Energy Resources (DER) in EPRI
Cybersecurity for DER Systems [51];
The NERC_CIPv5_Mapping_v2.xls document provides mapping of NISTIR 7628 to NERC
CIP standards [52]; and
The CEN-CENELEC-ETSI Smart Grid Coordination Group Smart Grid Information Security,
which defines the Smart Grid Information Security (SGIS) model, includes an appendix
mapping NISTIR 7628 to SGIS security levels (see section 3.2).

As noted in the introduction to NISTIR 7628, this multi-part standard “is intended primarily for
individuals and organizations responsible for addressing cyber security for smart grid systems and the
constituent subsystems of hardware and software components. These individuals and organizations
compose a large and diverse group that includes vendors of energy information and management
services, equipment manufacturers, utilities, system operators, regulators, researchers, and network
specialists. In addition, the guidelines have been drafted to incorporate the perspectives of three
primary industries converging on opportunities enabled by the emerging smart grid: utilities and other
businesses in the electric power sector, the information technology industry, and the
telecommunications sector” [53]. The guidelines address multiple domains in the smart grid, as shown
in Figure 1 [54].
NISTIR 7628 is not an architecture, but rather “an analytical framework that organizations can use to
develop effective cyber security strategies tailored to their particular combinations of smart gridrelated characteristics, risks, and vulnerabilities” (NISTIR 7628, Vol. 1, p. viii). It can also be used as
a tool for cyber security assessments, as described in the SGIP Guide for Assessing the High-level
Security Requirements in NISTIR 7628 [55].
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Figure 1 : Smart Grid Domains from Introduction to NISTIR 7628
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3.1.2 NISTIR 7628 Gaps and Limitations with Respect to SPARKS
NISTIR 7628, along with the associated Introduction, Assessment guide and User’s Guide, provide a
valuable resource for organizations defining, designing or deploying a smart grid system. We see three
issues, however, in terms of the application of NISTIR 7628:
•

•

•

Insufficient mapping of risk and attack scenarios to NISTIR 7628. The set of documents
released by NESCOR in September 2013 provide the most extensive and detailed exploration
of various attack scenarios and failure models for smart grid. One of those documents,
“Analysis of High Risk Failure Scenarios”, does reference NISTIR 7628. However, neither in
that document nor elsewhere that we know of is there a thorough mapping of attack scenarios
to the architecture. In the Chan et al. document discussed below, this problem is cited as one
of the reasons for limitations and issues in the NISTIR 7628 architecture.
Lack of detailed methodology for applying NISTIR 7628 to smart grid design and
deployment. Though the NISTIR 7628 User’s Guide is helpful in this regard, it is focused on
requirements definition and management, rather than on adapting NISTIR 7628 into a detailed
architecture for a specific smart grid deployment. The significant variances across industry
architectures for the smart grid (see below) are an indication of the gap between the high-level
architecture defined in NISTIR 7628 and the detailed decisions that organizations deploying a
smart grid have to make.
Technical issues and limitations in the NISTIR 7628 strategy and architecture, such as lack of
consideration of physical security issues, lack of specification regarding privacy, and
insufficient strategies for detecting, analyzing and responding to targeted attacks.

Of the various documents that reference NISTIR 7628, only two provide a detailed analysis of the
strengths and limitations of NISTIR, focusing on this third issue (technical issues and limitations)
listed above:
•
•

Comments of the Center for Democracy and Technology Draft NISTIR 7628 (2009) [56].
This focuses on technical limitations in NISTIR 7628 related to privacy.
Chan et al, On Smart Grid Cybersecurity Standardization: Issues of Designing with the
NISTIR 7628 (2010) [57].

The Comments of the Center for Democracy and Technology call out the lack of specification in
NISTIR 7628 regarding privacy, including in terms of the use cases and data flows under the NISTIR
7628 architecture that are necessary to understand risk of and provisions against exposure of
personally identifiable information (PII). To our knowledge, these use cases and data flows have not
yet been defined by government, industry or academic publications or standards.
The Chan et al. paper identifies two significant issues for the NISTIR 7628 architecture:
•
•

Lack of consideration of physical security issues, and
Lack of consideration of privileged user issues, particularly in terms of utility impact on
consumer privacy.

We see both these issues as significant and are focusing attention on both areas in SPARKS. One
critical implication of these issues is the need to have comprehensive and integrated security analytics
capabilities, for example to address attack scenarios in which the defensive security mechanisms are
subverted or bypassed, such as by social engineering in order to steal credentials of privileged users.
The gap with regard to security analytics is a symptom of a more fundamental issue with regard to
NISTIR 7628. While providing a valuable overview of the range of security capabilities that should be
considered by any organization designing, deploying, evaluating or auditing smart grids, NISTIR 7628
is based on assumptions about security strategy that, while best practice at the time NISTIR 7628 was
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written, are no longer adequate to the transformations that have occurred in the threat landscape,
business models, and in infrastructure technology in the past several years. In particular, security
strategies have to include responding to targeted attacks by aggressive and well-funded adversaries
who will succeed in bypassing defensive mechanisms. These strategies therefore have to include
detection, analysis and response strategies that are not adequately developed in NISTIR 7628. The
strategies should also consider application of federated microgrid models that would facilitate
responding to such attacks by dynamic reconfiguration of the larger grid to avoid seriously
compromised portions of the larger grid.

3.1.3 Applying NISTIR 7628 in EU Smart Grid Security Projects
NISTIR 7628 and the related documents listed above represent the most detailed set of materials
available to organizations that are architecting smart grid deployments. The logical model described in
NISTIR 7628 (often called the “spaghetti model”) [58] provides the most comprehensive diagram of
the interrelationships of security-related aspects of smart grid architecture.
NISTIR 7628 is therefore a valuable resource for achieving effective cybersecurity for the smart grid.
There does not appear to be authoritative research regarding the use and adoption of NISTIR 7628,
although the NIST smart grid website [59] says that NISTIR 7628 has “achieved wide recognition and
use”. The number of citations of NISTIR 7628 in government, industry and academic publications is a
strong indication of likely consideration of NISTIR 7628 in development of individual smart grid
deployments. We did not find specific references to the use of NISTIR 7628 in case studies of smart
grid deployments, but it was mentioned as having been consulted in interviews with a number of
electric utilities in the European Union.
However, the technical gaps identified above are significant and need to be addressed. NISTIR 7628
needs to be complemented by new materials related to understanding risk and attack scenarios,
defining use cases for privacy, and to designing effective smart grid security solutions based not only
on NISTIR 7628 but also taking material from other resources such as the Sandia Microgrid Reference
Architecture, as discussed in the introduction to this document.

3.2 Response to EU Mandate M/490
3.2.1 Summary of M/490 approach
In 2012, the Smart Grid Coordination Group (SG-CG) Reference Architecture Working Group (SGCG/RA) [60] formed by the European standardization institutions CEN, CENELEC and ETSI
presented a Smart Grid Reference Architecture for Europe as part of their response to the EU Smart
Grid Mandate M/490 [61]. This is the European equivalent to the U.S. NIST Smart Grid Framework
(NIST SP 1108). The major contributions of the M/490 work on reference architectures are twofold:
first, a European Conceptual Model has been defined by adapting the NIST Conceptual Model to the
European market, mainly by adding a dedicated DER domain. Second, a three-dimensional Smart Grid
Architecture Model (SGAM) has been introduced to facilitate the analysis of smart grid use cases.
Another important part of the M/490 framework is the report on Smart Grid Information Security
(SGIS) [62], which provides an approach for assessing inherent risk of smart grid assets. These
contributions are discussed in more detail below.
As shown in Figure 2 [63], the EU Conceptual Model defined as part of the M/490 framework [64]
consists of four main domains (operations, grid users, markets, and energy services), each of which
contains one or more subdomains and system actors reflecting the different roles within the European
electricity market. The operations and grid users’ domain reflect the physical processes of the power
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system, such as generation, transport, distribution, and consumption, and include (embedded) ICTenabled system actors. The markets and energy services domains refer to the trade of electricity
products and services, and the participation in the processes of trade and system operations
representing grid users (energy services). The grid users’ domain is defined by roles and actors
involved in power generation, consumption, and storage, and reflects the flexibility concept which has
been introduced by the M/490 working groups to support future demand-response use-cases.

Figure 2 : European Conceptual Model for the Smart Grid

In addition to the European Conceptual Model, the CEN-CELENELC-ETSI Smart Grid Reference
Architecture framework defines the Smart Grid Architecture Model (SGAM) [65]. SGAM aims to
•
•
•
•
•

Provide a common view and language to support different stakeholders in discussing a given
system context;
Integrate different state-of-the-art approaches in a European setting;
Provide a technology- and solution-independent framework for analyzing different
implementations of a smart grid architecture;
Facilitate the planning of migration activities from legacy systems to future smart grid
architectures; and
Provide criteria for identifying standardization and interoperability gaps.

SGAM is defined by zones, domains, and interoperability layers (see Figure 3 [66]). While the zones
are derived from the hierarchical levels of information management in power systems (from field via
process, station towards operation and enterprise level), the domains reflect the different stages of
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power generation, transmission, distribution, and consumption within the electrical energy conversion
chain. Electrical domains and information management zones span the smart grid plane. In the third
dimension, SGAM features five interoperability layers which are an abstracted and condensed version
of the originally eight GridWise interoperability layers, and represent different stakeholders’ views.
The base layer is the component layer, where physical and software components are situated. On top
of that, communication links and protocols between these components are located in the
communication layer. The information layer holds the data models of the information exchanged. The
function layer holds the actual functionalities and the uppermost business layer describes the business
goals of the system.

Figure 3 : The Smart Grid Architecture Model developed by CEN-CENELEC-ETSI
The main objective of SGAM is to facilitate an abstract representation of smart grid architectures and
related stakeholders’ views (represented by different architecture viewpoints or interoperability layers,
respectively), and to provide a framework for analyzing and comparing different implementation
scenarios. By placing entities such as processes, functions, data objects, protocols and components in
the appropriate location within the SGAM cube, the relation between this entity and related entities
can be depicted and subsequently analyzed: “A consistent mapping of a given use case or function
means that all SGAM layers are covered with an appropriate entity. If a layer remains open, this
implies that there is no specification (data model, protocol) or component available to support the use
case or function. This inconsistency shows that there is the need for specification or standard in order
to realize the given use case or function. When all five layers are consistently covered, the use case or
function can be implemented with the given specifications / standards and components” [67].
The SGAM framework can be applied to map different use cases to a common architecture model and
analyze the use cases from different points of view, thus identifying standardization gaps related to the
implementation of the individual use cases. As such, SGAM provides guidance to standardization
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bodies and technical committees. Security and privacy are cross-cutting issues that need to be
considered on each individual layer. By defining smart grid assets and their interconnections for each
of the SGAM cells, threat and vulnerability analysis and risk assessment for smart grids is supported
[68]. The risk assessment approach suggested by CEN-CENELEC-ETSI is laid down in the report on
Smart Grid Information Security (SGIS) [69] as part of their response to the M/490 mandate.
The SGIS methodology provides a framework to assess the criticality of smart grid components by
focusing on power loss caused by ICT systems failures. Five SGIS Security Levels (from low to
highly critical) are used to classify inherent risk attached to individual information assets. Highly
critical assets are those that could lead to a power loss above 10 GW when disrupted (pan-European
incident), while the lowest level applies to assets whose disruption could lead to a power loss under 1
MW (town or neighborhood incident). By determining the security level for an information asset, the
corresponding essential security requirements for that asset are determined. SGIS also provides highlevel guidance in terms of the recommended security levels for the cells of the smart grid plane
(spanned by SGAM domains and zones), as well as a set of recommendations on appropriate security
measures for mitigating the risks, depending on security level, and relating to the domains suggested
by ENISA [70] as well as the different SGAM layers. The SGAM Toolbox supports use-case
modeling and related cybersecurity risk analysis according to the proposed SGAM and SGIS
methodologies.
SGAM postulates that, when developing ICT interoperability standards, the relation to markets,
products, services and (business) processes must be well understood to ensure that ICT systems really
support the business. This is reflected by the business architecture view (top SGAM interoperability
layer), which requires the definition of (market) roles, e.g. drawing upon the Harmonized Electricity
Market Role Model by ENTSO-E, EFET and ebIX [71]. According to SGAM, there is currently no
evidence on gaps requiring new communication standards for smart grids. However, guidance
regarding the options provided in the different standards is required – that is, communication profiles
that take into account interoperability requirements need to be developed. This is viewed as a task for
standardization bodies [72]. SGAM recommends the Internet Protocol (IP), as the technology most
probably capable of ensuring that communications are future-proof as well as for avoiding
unnecessary gateways in different parts of the smart grid communication network [73].
Recommendations regarding the applicability of available communication technologies to different
smart grid sub-networks are also provided [74].

3.2.2 M/490 Gaps and Limitations with Respect to SPARKS
Similarly to NISTIR 7628, SGAM follows a centralized view on power generation, distribution and
demand response. Therefore, alternatives would have to be found when seeking a model that supports
decentralized scenarios, such as in a microgrid-based architecture.
The purpose of reference architectures in general, and SGAM more specifically, is to facilitate the
representation and analysis of smart grid architectures. As such, they remain neutral regarding the use
of specific smart grid technologies, as opposed to a specific instance of a smart grid architecture. In
SPARKS, such an instantiation is required for depicting the different demonstrators and to perform a
security analysis and risk assessment in a specific deployment context. This also requires considering
the migration process from legacy systems to novel, “smart” components, for example. In this regard,
the SGAM and SGIS methodologies support a rather static approach. For example, the SGIS
methodology foresees determining the inherent risk posed by a certain smart grid asset and requires
considering the asset without any security measures whatsoever in place. While a static approach is
beneficial for considering a snapshot of the current system characteristics, it is not sufficient for a
thorough and flexible security analysis that pays tribute to the evolving nature of the power grid and
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must therefore be complemented with a dynamic assessment which considers evolving threats and
security controls. The SPARKS project intends to address both types of assessments and come up with
a security analysis method that integrates both static and dynamic approaches.
As opposed to SGAM, the SGIS methodology seems not to be very well-known among smart grid
stakeholders yet. When speaking to stakeholders, we have experienced that some of those who do
know SGIS and have tried to use it for carrying out a smart grid risk assessment have encountered a
number of obstacles [75], such as the lack of guidance regarding the tool support. Most importantly,
the SGIS approach requires an extensive assessment of all information assets across all relevant use
cases. Depending on the outcome of this assessment, each asset is assigned an SGIS Security Level
which relates to the potential power loss associated with a loss or compromise with that specific asset.
This result is very broad and does not reflect other categories of impact (for example, safety
implications or legal liability issues). While these impacts are considered part of the assessment, the
associated conclusions get lost along the way, leaving the organization conducting the assessment with
a vague expression of the asset value in terms of a Security Level between one and five. Within the
SPARKS project the SGIS approach will be used for conducting a first risk assessment, providing
further insights regarding the shortcomings and potential improvements of SGIS.

3.2.3 Applying M/490 in EU Smart Grid Security Projects
The M/490 framework and SGAM in particular has been used as a reference model in many EU smart
grid projects. Strictly speaking, although it is not a reference architecture in the sense of providing
boundaries within which certain architecture decisions may be taken, SGAM is a powerful tool for
establishing a common language between different experts and stakeholders in the smart grid. It thus
facilitates the architecture development process and supporting a common representation of smart
grids use-cases and interoperability viewpoints both for current and future energy grid
implementations.
In the EU FP7 project DISCERN, SGAM has been used to depict the present system architectures of
participating DSOs by having them individually answer questions relating to each SGAM
interoperability layer. The German E-Energy project has been closely collaborating with the M/490
working groups and has provided valuable insights in terms of use case modeling based on SGAM.
To provide a more concrete example of the use of the M/490 reference model, we describe here an
SGAM-based architecture model for Austrian smart grids [76] (see Figure 4). It was developed in a
national research project on smart grid security named Smart Grid Security Guidance, (SG)2, to
provide a common basis for a risk assessment complemented by practical security tests and was jointly
aimed at establishing security controls for national distribution system operators. The architecture
model includes specific smart grid devices and protocols that are typically deployed in the Austrian
distribution grid, or that at least will be deployed in the near future, and focuses on the customer, DER,
and distribution domains. The depicted architecture shows the component and communication layer of
SGAM. In the process and field zones, field devices such as smart meters in customer premises or
dedicated sensors and actuators are located as well as distributed medium and low-voltage generators
(for example, solar or wind power stations). In the station zone, both primary and secondary
substations are situated, including their current and prospective automation components. Primary
substations connect transmission and medium voltage grids, secondary substations sit between
medium and low voltage networks. Most primary substations and (currently) only a few large
secondary substations are connected with the grid operation center by automation systems. Sensors at
critical points outside substations (depicted as local I/O in Figure 4) can also be part of this automation
infrastructure. The operation zone contains SCADA and distribution management systems, connected
to the grid components of the lower zones via automation head ends. The enterprise zone contains
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energy and meter data management systems which store and process data from the distribution grid.
Finally, components and processes related to energy trading such as the energy spot market are located
in the market zone.
While this application of SGAM provides just a high-level view on Austrian smart grids, it still shows
the importance of developing national reference architectures that define minimal requirements for
interoperability and security. Such reference architectures can help smart grid stakeholders to
efficiently develop secure and compatible smart grid components.

Figure 4 : (SG)2 Architecture Model
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3.3 Microgrid Security Reference Architecture (MSRA)
3.3.1 Summary of MSRA Security Reference Architecture approach
The Sandia report entitled “Microgrid Security Reference Architecture (MSRA)” (2013) provides
guidelines and security recommendations for the implementation of a secure microgrid control system
[77]. It starts by presenting a high-level concept of operations for a microgrid, including operational
modes, necessary power actors, and the communication protocols that are typically employed. The
document then describes general network and industrial control system-specific vulnerabilities, a
threat model, information assurance compliance concerns and design criteria for a microgrid control
system network and shows how the MSRA design approach addresses these concerns by segmenting
the microgrid control system network into what the MSRA calls “enclaves” and grouping enclaves
into functional domains. Finally, the report discusses cyber actors that can help mitigate potential
vulnerabilities, in addition to performance benefits and vulnerability mitigation that may be realized
using this reference architecture.
This conceptual discussion provides an example of a microgrid control system network
implementation. The example describes the types of communication occurring on that network,
example data exchange attributes for actors in the network, an example of how the network can be
segmented to create enclaves and functional domains as well as how cyber actors can be used to
enforce network segmentation and provide the necessary security.
Unlike NISTIR 7628 and the M/490 mandate resources, the Sandia report largely stands by itself, with
little external elaboration in terms of methodology, detailed implementation guidance and so on.
However, the architecture was applied in the Smart Power Infrastructure Demonstration for Energy
Reliability and Security (SPIDERS) project during 2014 [78]. Figure 5 shows the architecture used in
the demonstration [79].
This includes both static and dynamic analysis of the deployment architecture using several tools, such
as the DHS Cyber Security Evaluation Tool (CSET) [80]. There are also a number of important
resources that complement the Sandia report, even though they may not explicitly reference the report.
The most important of these is the FINSENY FP7 project “Microgrid Functional Architecture
Description”, which provides valuable insights on microgrid architecture when using the Sandia
Microgrid Reference Architecture both for microgrids within a centralized grid architecture and also in
a distributed, federated microgrid architecture [81]. FINSENY provides detailed guidance on the
application of security technologies in microgrid architectures such as the table provided in the project
report [82].
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Figure 5 : Microgrid Reference Architecture for SPIDERS Demonstration

Page 22 of 43

Smart Grid Reference Architecture
© SPARKS Consortium

Figure 6 : FINSENY Project: “Overview of key security functional blocks”
The FINSENY project does not reference the Microgrid Security Reference Architecture. But the
information provided in the project report is in general consistent with the MSRA and a valuable
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complement to it. Similarly, the report by Glover and Guttromson on the SPIDERS project showed
several interesting techniques for analysis of microgrid load simulation and adaptable communications
networks that can be valuable in using data analytics to detect anomalous behavior indicators of
possible cybersecurity attacks in microgrids [83].

3.3.2 MSRA Gaps and Limitations with Respect to SPARKS
In a presentation given at the 2014 IEEE Power and Energy Society general meeting, Jason Stamp
discussed the results to date of the SPIDERS project [84]. In the summary of those results, the first
conclusion is that “the proposed microgrid design requirements and recommendations analysis is
effective” [85]. That conclusion seems more than justified; SPIDERS provides a cogent demonstration
of the value of a smart grid architecture that uses federations of microgrids as a means of achieving
resiliency and flexibility.
However, there are a number of gaps and limitations in the development of microgrid reference
architectures in general and in the Microgrid Security Reference Architecture in particular.
•

Methodological gaps. As discussed above, though the MSRA can certainly be applied as a
complementary concept within the M/490 methodology, including in combination with
NISTIR 7628, there is no detailed exploration yet (to our knowledge) of what such an
integration would mean. Most importantly, a microgrid-based architecture such as SPIDERS
would need to be considered as an alternative to, or at least new subsystem within, the
centralized models for power generation, distribution and demand response that are the
assumption of both NISTIR 7628 and SGAM. Such a methodological integration is beyond
the scope of the SPARKS project.
• Cybersecurity gaps. There are several critical gaps in terms of the security-related
discussions that exist to date for the MSRA. Some of these gaps relate to the threat landscape,
such as the relatively little discussion of social engineering attacks that bypass the technical
vulnerabilities explored in MSRA and FINSENY documents. Those gaps also relate to critical
technologies that can address these issues, such the application of analytics not just to
operational issues such as load management but also to detection, analysis and response to
cyber-attacks.
As discussed in the Glover and Guttromson presentation, there are also numerous areas in which
standards would be of considerable benefit in achieving greater interoperability both within and
between microgrids [86]. Some of these gaps are being addressed by efforts such as the OASIS
Energy Interoperation Technical Committee [87]. But there is still considerable work to do to identify
what standards are needed, particularly in terms of standards related to security for microgrid
architectures.

3.3.3 Applying MSRA in EU Smart Grid Security Projects
The SPIDERS project, though still underway, has shown that microgrid-based architectures for the
smart grid are feasible and valuable. It has shown the possibilities for the application of various
modeling approaches in that architectural model that, though currently focused on operational issues,
have significant application within the cybersecurity domain as well. And though the immediate driver
for the SPIDERS project and for MSRA can from military and national defense organizations, the
insights from these resources are of significant value in any consideration of microgrids as part of a
smart grid architecture, design and deployment.
An organization taking advantage of MSRA in a real-world smart grid environment is likely to have to
do considerable work to investigate and address the limitations discussed above. Nonetheless, we
believe that microgrid approaches, including the enclave model used in the SPIDERS project, should
be seriously considered at least for subsystems within a larger grid architecture.
Page 24 of 43

Smart Grid Reference Architecture
© SPARKS Consortium

3.4 IEC and IEEE Families of Smart Grid Resources
Both IEC and IEEE have developed extensive and valuable families of standards related to the smart
grid. The relevant IEC standards identified in the “IEC Smart Grid Standardization Roadmap” include
the following:
•

IEC 60870 “Telecontrol equipment and systems protocols” series [88];

•

IEC 61334 “Distribution automation using distribution line carrier systems” series [89];

•

IEC 61850 “Communication networks and systems in substations “ series [90];

•

IEC 61968 “Application integration at electric utilities” series [91];

•

IEC 61970. Energy management system application programming interface” series [92];

•

IEC 62235 “Common Information Model” series [93];

•

IEC 62351 “Power systems management and associated data exchange “ series [94]; and

•

IEC 62357 “TC57 Architecture” series, especially IEC 62357-1 “Reference Architecture for
Power System Information Exchange” [95].

The “IEC Smart Grid Standardization Roadmap” provides a very useful introduction to understanding
these IEC standards related to the smart grid. The roadmap uses the NISTIR 7628 conceptual model as
the context for these standards, then shows the IEC standards in terms of their role in ensuring “a fast,
efficient and dependable communications infrastructure” [96].
This architecture, shown in Figure 7 [97], is intended to “identify the boundaries between standards
where harmonization is required” and “places existing standards into layers in order to define
interfaces between them” [98].
The IEC 62357 and IEC 62351 series of standards span all levels of this reference architecture and are
most useful for organizations that are architecting, designing and deploying a smart grid solution. IEC
62357-1 “Reference architecture for power system exchange”, for example, is helpful during detailed
design in order to understand what standards an organization should expect to be supported in
equipment that they include in their smart grid environment. One of the IEC 62351 series, the
technical report IEC TR 62351-10 “Security Architecture Guidelines” [99], provides useful guidance
related to security controls relevant to smart grid. The report also discusses where the various controls
are applicable in terms of different smart grid domains.
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Figure 7 : TC 57 Smart Grid Reference Architecture
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As shown in Figure 7, the other IEC smart grid standards focus on one or two levels of this
architecture:
•

The IEC CIM (Common Information model), IEC 69170 and IEC 61968 focus on application
interfaces;

•

The IEC 61850 and IEC 61334 standards focus on communication services; and

•

The IEC 61850 and IEC 60870 standards focus on device interfaces.

Like 62351 and IEC 62357, these standards can also be helpful for organizations that are architecting,
designing and deploying smart grid environments. In general, however, all the IEC standards are at too
low a level to be directly helpful to such an organization. Rather, such organizations should determine
whether particular equipment they are considering has implemented these standards and whether that
implementation has been tested for interoperability. If the equipment supports these standards, the
smart grid environment will benefit from the resultant interoperability, proven design, and fit within a
durable smart grid architecture that these standards afford. For this reason, it is valuable for an
organization to have some knowledge of these IEC standards, but it need not have mastery of those
standards to the same degree as we recommend for NISTIR 7628 and the M490 resources.
The IEEE has also created an important series of technical standards for smart grid, including the
following:
•

IEEE 2030 series. This set of standards provides guidance about IEEE standards relevant to
the smart grid, as well as providing a high-level model for smart grid into which these
standards fit [100].

•

IEEE 1547 series. This set of standards provides smart grid interconnection technical
specifications and requirements, as well as interconnection test specifications and
requirements [101].

As shown in Figure 8 below from IEEE 2030 [102], the IEEE standards do not address the conceptual
level of reference architectures, pointing instead to NISTIR 7628 for that architectural level.
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Figure 8 : IEEE Smart Grid Standards

That is, like the IEC standards discussed above, both the IEEE 2030 and IEEE 1547 series are
technical standards that complement the NISTIR 7628 and M490 families of standards. Similarly, the
IEEE standards (especially IEEE 2547) are primarily of importance to equipment manufacturers who
should implement these standards, as well as the IEC ones, in their products.
Therefore, we believe the IEEE and the IEC standards share the same role. That is, it is valuable for an
organization architecting, designing and developing a smart grid environment to have some
knowledge of the IEEE standards. But it need not have mastery of those standards to the same degree
as we recommend for NISTIR 7628 and the M490 resources.

3.5 Industry Reference Architectures for Smart Grid
Over the past several years, several technology companies have published technical architectures for
smart grid deployments, describing how particular technologies or product sets can be employed in a
smart grid. These publications include:
•

•

IBM/CISCO/SCE Smart Grid Reference Architecture (2011) [103]. At 188 pages, this
architecture is at a level similar to both NISTIR 7628 and SGAM, However, it does not appear
to have been updated since 2011. Although it includes security considerations, they are not at
the level found in NISTIR 7628, which is referenced in but not incorporated into SGRA.
Microsoft Smart Energy Reference Architecture V2 (2009-2013) [104]. This architecture
provides guidance on the use of a range of industry standards in developing a specific smart
grid solution architecture, followed by a detailed explication of applying Microsoft
technologies in the solution. Regarding security aspects of a solution, it focuses on the
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•
•

application of the Microsoft SDLC (Secure Development Life Cycle), but also references
relevant standards such as NISTIR 7628.
CISCO GridBlocks™ Reference Architecture and Security Solution (2013) [105]. This
architecture focuses on the suite of IEC standards related to the smart grid to illustrate the
application of the CISCO product suite to smart grid network design.
Siemens Smart Grid Suite (2013) [106]. This architecture maps Siemens products to SGAM.

All four of these documents are valuable complements to NISTIR (as well as to the M/490 resources
and the Microgrid Security Reference Architecture) and provide input to in the design of smart grid
deployments, at least to the extent that a particular deployment draws on products from these vendors.
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4 Key Findings, Conclusions and Next Steps
This document focuses on helping organizations find and take advantage of the most important
resources related to smart grid reference architectures. In that regard, there are four key findings:
•

•
•
•

Identification of essential resources related to smart grid reference architectures in
general and smart grid security-related reference architectures in particular. We have
identified a small number of resources that we believe are the most important for
organizations involved in smart grid deployments can focus on them with confidence.
Categorization of resources related to smart grid reference architectures. We have
identified a small number of purposes which these resources address so that organizations can
apply these resources most effectively.
Identification of issues and gaps in these essential resources. We have described issues or
gaps such as attack models not addressed by these resources so that organizations using these
resources can consider these omissions in applying the resources to their purposes.
Recommendations for effective use of these essential resources. We have proposed
approaches that enable organizations to leverage these resources to their maximum advantage
and which reflect the guidance provided in the resources themselves and the insights from
other resources and from the work done in this analysis.

In this document, we have focused on the effective use of smart grid reference architecture resources
that are already available. However, some broader implications may already be apparent to the reader
regarding such areas as further enhancement and revision of these resources as well as additional
efforts in standardization and research that would address gaps and limitations. We have not explored
these implications. Instead, we intend for these to be the focus of the next two deliverables of this
work package.
We have created a detailed list of additional resources, organized by category of use, in the Appendix.
The resources include alternatives (for example, an alternative conceptual security architecture, attack
detection model, etc.) and more detailed information (for example, specific mathematical models for
instrumentation of cybersecurity attack detection based on anomalies in Phasor Measurement Unit
(PMU) information [107]).
In our next deliverable for WP3, we intend to identify particular areas in which we think guidance,
best practices, new technologies or new insights on security process are needed and address those
particular areas to whatever extent our research in the SPARKS project enables us to do so.
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